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Abstract— As normally practiced, the information of visitor is recorded manually by either the visitor or the guard when the visitor
arrives at the guard house. This manual process takes large amount of time and involves tedious works. Furthermore, it is prone to
fraudulent information provided by visitors and occasionally interferes with guard’s actual job in securing the area. This paper aims

to provide an automated solution to these aforementioned problems. We address these problems by replacing the existing manual way
of recording visitor information by an automated and fully computerized system. The solution proposed uses Radio-Frequency
Identification (RFID), smart card information retrieval as well as computer vision and image processing to record and manage
visitors’ data. To evaluate the similarity between face images from camera and National Registration Identification Card (NRIC), we
propose a method to find dissimilarity index between the faces. We found that the system minimizes the need for human interventions,
improves the time required during recording of visitors’ information as well as efficiently manages and analyses visitors’ records.
Additionally, our proposed method for finding face similarity yields a promising result of TPR = 0.914 and FPR = 0.140 when tested
using publicly available face dataset called AR Dataset. The system is able to minimize the need for guard and visitor interventions,
improves the time required during recording of visitors’ information especially for recurring visits and also capable of securely and
efficiently manages and analyses visitors’ records.
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information or certain visit patterns. Similarly, another
I. INTRODUCTION system employs face detection algorithm [4] but it also lacks
verification and data analysis [2], [3]. Some other existing

Currently, the information of visitor is recorded manually Visitor M 3 VMS) 14
when they arrive at the reception desk or at the guard houseSYStem are Visitor Management System (VMS) [4], museum

The particulars acquired for records include identity card ticketing and visitor management systems [5] Wh'ch uses
number, name, telephone number, address and the purpo FID . tephnology wh|c;h. IS ca_pat_)le of prowdmg
of the visit. This manual process takes large amount of timeauthorlzatlon [6] anq visitor monitoring system  which
and involves tedious works. Moreover, manual recording employs face recognition [7]. . . .
would be problematic when we need to reorganize, retrace Currently, the most popular object matching method is

and analyse the record especially in case of emergency_Scale-lnvarlant Feature Transform (SIFT) features since they

There is also an increasing concern over manual recor(f_an_match images L_Jnder differgnt scales, rotations and
system which interfere guards’ attention on secured areanghtlng. Some recent implementations of SIFT can be found

Thus, we believe that we can address aforementioned” Previous researches [8-10]. SIFT features rely on the fact
problem by replacing the existing manual way of recording that certain parts of an image have more information than

visitor information by an automated, fully computerized pthers to match Images, these are the features .that IS
system. important for matching process. Similar implementation of

Some previous work on visitor record system includes matching key points is allso em_ployed [11]. Some recent
Electronic visitor information system (E-VIMS) [1]. method for image matching which uses paper card; and
Limitation of E-VIMS is visitor without a valid NRIC cannot bConngutlonall Neur?l Netwol:k (CNN) that uses Regu;]n—
register into the system and there is no verification method3S€ Convolutional Network (R-CNN) [12], [13]. On the

employed in the system, thus can compromise the security Opther hand, histograms can also be used for finding image

the premise. It also lacks any analysis on the visitor similarity [14-16].
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synchronized online and enables real time access at other

This paper proposes a biometrics-based visitor entrances. Moreover, it aids the guard to actually focus on
management system called Automated Visitor Record keeping the parameters secured rather than spending too
System (AVRS) which is able to record and carry out datamuch time on paperwork. Nevertheless, the face similarity
analysis, efficiently monitors visitor's information and detection also provides higher degree of security and
provides quick report generation. The data recording processonfidence towards the ability of the proposed system.
begins when the visitor hands out his/her National
Registration Identity Card (NRIC) or MyKad [17]. Using a IIl. MATERIAL AND METHOD
smart card read_er device, .aII the informatic_)n in the iden_tity In this paper, we proposed two contributions that is the
card is autpmaﬂcally acquired a_md stored into a Cen.tr‘."ll'z,eddesign of an automated visitor management system called
server, taking note the current time. A photo of the visitor's AVRS which a method for detecting face similarity. These

face 1S taken §|mu_ltaneously, Wh'Ch ut_|I|2|ng face c_igtecpon contributions are elaborated further in the following sections.
algorithm for first-time record. Biometrics face verification

then acts as added security measure and for faster process #&f Automated Visitor Record System

record retrieval. A Radio-Frequency Identification (RFID)  ysjng Microsoft Visual Studio in C# language, we have
visitor card will be issued during check in and the identity developed a .Net -based system which is capable of carrying
card will be returned when the visitor checks out. The check-ytiple processes of registering and managing visitors in

out time will also be updated accordingly. . the premise. Essentially, the developed system is developed
As an added security measure, we propose an additionaky that it can be capable of:

feature to be incorporated into this system, where a face 1 checking visitors in and out with the use of simple

similarity detection algorithm will try to gauge the similarity RFID tagging and retrieval
between face image from the camera and the one provided 5 Taking visitor's face image using active real-time face
by the visitor in the NRIC. Face similarity detection is part detection

of image matching algorithm, where this is actually a 3 Reading the visitor's information in the NRIC
fundamental aspect of computer vision [18]. This feature is 4 Verify similarity between visitor's face and the one

very important to provide ample protection against any provided in the NRIC

fraudulent information from ill-intentioned visitor, especially 5. Faster check-in for recurring visits with the use of
in sensitive places such as police stations and government automated data retrieval system

offices. _ o 6. Manual check-in for visitors not having a valid NRIC

~ We found that this system minimizes the need for human 7 pata analysis with visit search, visit patterns statistics
interventions and also promotes green technology, since it and visitor image search

mvo_lv_es papgrles_s record keepmg. It also improves the flow g \ger management system with privilege assignment
of visitor registration at receptionist desks or guard houses. and task-specific access

Additionally, the system keeps the relevant data

Visitor checks in Visitor arrives

Visitor returns RFID
card

RFID card assigned

Retrieve visitor and
visit details from

Visitor and
database

Vvisit details

Provides NRIC

Camera capture
face image
automatically NRIC returned to

visitor

Manually enter visit
details

Face similarity
detection

Visitor checks out

Recurring Visit?

(a) (b)
Fig. 1 The process of visitor (a) checks-in and (b) checks-out used in AVRS
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The process flow of visitor check-in and check-out is  For check-out process, the visitor will hand-over the
shown in Fig. 1. The check-in process begins when theRFID card and from the unique ID in the card, the visitor
visitor arrives at the guard house of reception desk. An RFIDinformation can be retrieved. The visitor's NRIC will be
card is assigned to the visitor, while the visitor will provide returned and the check-out status is assigned accordingly.
his/her NRIC. The system will read the information from the This process manages to significantly reduce the time for
NRIC including the NRIC number, address, face image andcheck-out as the location where the NRIC is placed can be
other relevant information while at the same time a cameraexplicitly saved along with visit information, thus reducing
will automatically detect the visitor face and later store the time for locating the NRIC if the number of visitors in
his/her images in the database. The face detection algorithnthe premise is high. The actual hardware setup of AVRS
used is based on Viola-Jones method [19]. Face similarityproposed in this paper is given in Fig. 2.
detection is then carried out to determine the NRIC provided The system is developed using Microsoft SQL Server
is a valid NRIC. For recurring visits, the visit data will be which we deemed sufficient and capable of supporting this
retrieved automatically thus reducing significantly the time system. For the limitation of this server, it is elaborated here:
required for registration. Finally, the visitor checks in and https://docs.microsoft.com/en-us/sql/sqgl-server/maximum-
appropriate status and indicators are assigned to the visitocapacity-specifications-for-sql-server.
information.

AVRS
1o s 1 |

10

cy (b)
Fig. 2 The hardware used to build the system. (a) (following clock cycle) from top left is RFID cards, Smart card reader with an NRIC attached, 125KHz RFIL
reader and webcams. (b) The complete setup of the proposed system with its hardware and a PC

dissimilarity, thus higher chance for the face images to
S . ) actually belong to different person. Prior to the computation

Face similarity detection can be defined as a process 0fyt b he |ocal Gabor features of both faces are extracted
detecting whether certain pair of face images called Face X ying approach outlined [20]. The dissimilarity index (D)
(F) and Face 2 (P) which belong to the same individual or .o, he denoted as the total Cosine distance betwéecal

not. Pair of images F and P can be classified into two classe$ i-hes (LP) of images. which given in Equation (1
(1) similar faces and (2) dissimilar faces, as depicted Fig. 3.?) (LP) of images, which given in Equation (1)

Similar faces are two images which are not identical but it

belongs to the same person, while dissimilar images are M P Fn

faces belong to different persons entirely. = 2m=1 {5 [ FalD (1)
m m

B. Face Similarity Detection

I1l. RESULTS ANDDISCUSSION

The final AVRS system has been developed and several
tests have been conducted specially to evaluate the
performance of the proposed face similarity measure. In this
section, the developed graphical user interface (GUI) of
In this paper, we propose a face similarity measure callAVRS as well as the performance of the proposed face

face dissimilarity index (D) which indicates the dissimilarity Similarity measure is presented.
between faces. Higher number of D would signify higher

(a) (b)
Fig. 3 Example of (a) similar and (b) dissimilar faces
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A. Automated Visitor Record System
The GUI for visitor information is shown Fig. 4.

R s e s
Name:  FADHLANAFZHELM SN AU AN
rwcno:

o 9TT923
Vewiogs | [viewrrese |

BRERRBEEE

s x

AVRS
1

100 1

VISITOR'S PROFILE.

umm

car

e PROTON
o TBAIZR
o2z

CHECK N /OUT

Address:  LOT 10875 KAMPUNG RAJA TELUK PASUMANR

Posicode: 21200
ciy KUALA TERENGGANU
Sl TERENGGANU

Fig. 4 GUI of AVRS showing the windows for displaying visitor’s
information

B. Results on Face Similarity Detection

were taken in two sessions with 13 images per session where
14 images per subject contain expressions and illumination
variation, 12 images per subject depict the subject as
wearing sunglasses and scarf. We use 100 subjects of 50
males and 50 females for the experiment following
procedures [22]. All images used are aligned to 98x98 pixels.
Then, histogram equalization is applied on all images.
Subsequently, the intensities of all images are normalized
using local normalization filter. Similarly, in order to acquire
Gabor images from normalized images, the values of
parameters that be used @ev<4,0<u<7,f" =

V2.7, Kymax = /2 ando = m wherez, u,v,f, k., is the
pixel, orientation, scale, step in frequency and maximum
frequency respectively. Using the locally lateral subspace to
prepare the local Gabor features and our proposed method to
find dissimilarity index, we evaluate the distance between
images in AR database to obtain the distribution of face

The AR dataset contains frontal images of 76 males anddissimilarity index [23]. The histogram of D for both similar
60 females with several types of variations [21]. Images faces and dissimilar faces is given in Fig. 6.

A Automated Visitor Record System (AVRS)

Name

o X

FADHLAN HAFIZHELMI BIN KAMARU ZAMAN

vacno:

.20 Lastvisit:  9/5/201794250 AM
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Total Today Active - h >R Q i
oo 1A BR
100 1 1 v W4 ! A A

ACTIVE
CONTROL PANEL
LOGOUT
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(CY
| Automated Visitor Record System (AVRS) o X
Name SYAHRUL AFZAL BIN CHE ABDULLAH
e - '® LastVisit:  8/1/201633453PM
° .
AVRS
| BRERERE
Tuesday, September 05, 2017
9:57.58 AM
Total Today Artive O VisitPurpose @ Afiliations O Time Spent (Minutes)
O Entrances O CheckInBy
100 1 1
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- UM
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DATABASE 1

CONTROL PANEL
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T

(b)

Fig. 5 GUI of AVRS showing the windows for (a) displaying visitor's images search (b) statistics windows for different types of affiliations and
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From Fig. 6, the distribution of D across the similar and

dissimilar faces tend to overlap between D =5to D=9 & L0009 TpR = 0.914

where faces having D around these values can either b & 0,800

similar or dissimilar. For example, let say we choose D =5 g 0,600

as the threshold, when similar pair of images having D = 6,it &£ 0,400

will be incorrectly classified as dissimilar while a dissimilar 2 0,200

pair of images having D = 4 will be incorrectly classified as G 0000

similar. To obtain the best classification result, it is S S PSP O DD DG
important to set the threshold so that it can maximize True 5 XXX IR
Positive Rate (TPR) while minimizing False Positive Rate =

(FPR). Here the TPR denotes the rate at which similar faces False Positive Rate (FPR)

are correctly classified as being similar to each other, while
FPR denotes the rate at which dissimilar faces are incorrectly
classified as being similar to each other.

Thus, from Receiver Operating Characteristics (ROC)  \ye then proceed to measure average time required to

curve shown in Fig. 7, the best threshold of dissimilarity perform various activities using AVRS system. These
index between similar and dissimilar faces is found to be D 4tivities are performed 20 times and the average time are
= 7 (as denoted in Fig. 7) For instance, faces havilg™D  recorded. This is shown in Table 1. From Table 1, we can
will be classified as similar, while faces having D > 7 will be geg the improvement in terms of waiting time required while
classified as dissimilar. Furtherm(_)re, the ROC for _D = 7 checking in visitors as compared to manual process. The
yields a promising result at TPR = 0.914 and FPR = 0.140¢m¢e required for new check-in is 35 seconds while manual

respectively. The resulting TPR and FPR gives high check-in using conventional method requires around 150
probability of_correctly classifying S|m.|I_ar faces_, while the  gaconds due to manual typing of visitor's details. For
low FPR will ensure low probability of incorrectly recyrring check-in, AVRS cut down the time further to just 8

classifying dissimilar faces as being similar. . seconds by recalling the stored data from the database.
This result indicates that similar and dissimilar faces in

Fig. 7 The ROC of the proposed face similarity comparison based on the
dissimilarity index classified using different thresholds

fact shares some non-discriminatively low-level features that TABLE |
. . ipe . AVERAGE TIME REQUIRED FORV ARIOUS ACTIVITIES
may contribute to misclassification of them as belong to
similar faces. Carefully selecting those features and ranking | Activity Average Time Required (s)
them or even removing them might produce better results for | AVRS Check-in (New) 35
this algorithm, such as using Linear Discriminant Analysis | AVRS Check-in recurring | 16
(LDA) [24]. However, for the purpose of AVRS Check-in (without AVRS) | 150
development, it requires faster algorithm such as proposed, LAVRS Check-out 8
and thus we chose D = 7 for the development of the system
and we omit any feature ranking or feature discrimination IV. CONCLUSION
methods. In this paper, we presented an automated system called
AVRS specifically developed to improve the existing
200 visitor's information management mechanism at guard

houses or reception desks. We found that the AVRS is able

w 000 to minimize the need for guard and visitor interventions,
3 400 reduces the waiting time during recording of visitors’
© 00 informat.ion especially for recurring visits anq also capable
I I - of efficiently manages and analyses Vvisitors’ records.
0 = - Moreover, as added security measure, we propose in this
12 3 4 5 6 7 8 9 101 paper a method for finding similarity between faces using
Dissimilarity Index, D dissimilarity index which yields a promising result where we
acquired the best TPR and FPR of 0.914 and 0.140
@) respectively for the ROC of the system. As future work, the
200 system can be improved further by incorporating additional

biometrics feature verification such as by using fingerprints
600 besides the existing face verification for added security
400 especially at sensitive places like police station and
200 governments premises. In_ term of software performance,
1 I . more rigorous test on application memory management and.
- - server stress test should be conducted to ensure the system is
3456 7 8 910111213141516 able to deliver optimal performance.

Dissimilarity Index, D

Count (x100)
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