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Abstract— User authentication is a very important online environment issue. More researches are needed to focus on enhancing user
authentication methods for online examination. This paper is a review of online authentication methods for online examination and
propose a novel authentication method called “Preferences Based Authentication” PrBA. The proposed method based on the exam
taker design preferences chosen for online exams. A lot of design features could be applied to the exam interface, such as font (size,
face, and style, colour), background colour, the number of questions per page, group question by (Type, difficulty) and timer type.
These preferences have a close relationship with user characteristics, whether physical (vision, hearing, etc.), cognitive (memory, etc.),
psychomotor (attention, focus, etc.), demographics (age, gender, etc.) or experiences (professional skill®.PrBA proposed in this
paper could be used as an alternative to resolve the problem of user authentication within online exams.
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Essentially online exams follow identifications, such as
[. INTRODUCTION username, password and biometric authentication [9]. In
dgeneral, user authentication is divided into three main
categories which are something you knows (knowledge-
based authentication), something you Rasgessiofrased
authentication), and something you are (biometric-based

The development of the Internet has largely change
learning and teaching from a traditional classroom into an
invaluable educational resource available distantly from
qlls_per_smg geographlcal locations, outside physical authentication) [10], [11].
limitations. E-learning can lead to a better future, as we This paper is presented as follows: Section Il is an
advance in all areas of science that are needed in this moderg, arview of online examination authentication methods and

life. based on the report of Global Industry Analyst, the ,njine exam user authentication threats; Section Il discusses
global e-learning market is expected to touch $107.3 billion the proposed method and Section IV summarises the paper,

by 2015[1]. . _  and proposes future research directions.
The E-learning environments are likely to be accessible,
available, updatable, resource efficient, usable, economical II. MATERIALS AND METHODS

[2] and have been usually accepted by a lot of universities,

colleges and educational institutions in various disciplines A. Online Exam Authentication Methods

[1]. In the E-learning, the examination is combined with the ~ Most computer systems are protected through a process of
teaching and learning components. In an online examinationyser authentication [12], [13]. Authentication provides secret
scenario, there probably no face-to-face communicationand private information. In general authentication methods
between teachers, students, and administrators [4], thereforecan be classified into In general, authentication methods can
user authentication is vital to the authority of E-learning be classified as knowledge, possession or biometric based
environments. Due to the nature of E-learning environments (see Fig. 1).

makes it more susceptible to a lot of security threats [5]. 1)
Online examinations being an essential part of the IearningWi
environment can be high stake applications, which could fall
to impersonation and malicious attacks for higher marks [1],
[6], [7]- User authentication is a widely discussed subject in
online environments [8]. The main aim of user
authentication is to ensure that the person how is interacti
with  online examination is a genuine user

Knowledge-Based Authentication (KBAJe most

dely used types of authentication is knowledge-based [12].
KBA requires the knowledge of private information of an
individual to grant access to protected material. User ID,
password and challenge questions are commonly used. KBA
is a common authentication method because passwords are
NOmemorable, cheap, easy to use, and attractive to users [5],
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[12]. However, due to the nature of online exams, users mayeasily stolen or shared. Biometric systems can enhance user

pass their login information to third parties to increase their
grades. Hence, online examinations rely on a knowledge
base that is susceptible to collusion and impersonation

threats [5].

Online authentication

Possession Others

Knowledge

Biometrics

convenience by lessening the need to design and remember
passwords [15]. However, biometrics authentication is not
widely accepted by users; because they are perceived as
intrusive and a violation of personal privacy. In biometric
systems, biometric data has to be saved in a centralized
database or distributed on smart cards. Potential biometrics
users are reluctant to give out their biometric data because
they are worried how their biometric data will be used, for
what purpose, and whether their biometric data will be
protected adequately [14], [12].

(Token) mechanisms There are many other authentication mechanisms that can
Whatyouknow | | Whatyon are What yos have Where you ace, help in user authentication process, such as location,
when you login, timestamp, IP address and time of attempted access. Table 1
_ tg:e“ijif;: gives a brief summary of existing authentication techniques
Behaviounl that can be used in online examinations. The table shows the
technigues and classifications, in addition to a brief
—— description of each technique. Finally, several example
Password Face{lD-‘S];Hacm] Voice Smart fi i
] . images, facialIR N ma reterences are g'ven
Ba | welFIN | osrem) gat, card, Location, IP
EE challenge fingerprint, hand keystroke, || memory address, tine TABLE |
Ba questions - haim signature, card, of attempted
e geometry, pa mouse hardware AUTHENTICATION TECHNIQUESUSEDIN ONLINE EXAMINATION
@ print, eye (irs and . _aceess,
retina)), ear, skin, movement, tokens timestamp
dental andDNA. pulse Technique | Technique Description References
classification example
user_id o 5 Based on private [5], [16],
Fig. 1 Online user-authentication methods 25 = information [17]
Password % % é supplied by the

2) Possession Based Authentication (PBRBA is Sm 2 user.
the type of authentication based on private objects that the Challenge | ¥ 3
user has; sometimes it's called token-based authenticationduestions i
(token). PBA includes tokens and tickets. A token is | Mouse B Bheha"'oufa'_ (18], [19]
typically a hardware device that can be stored and carried Mevement R characteristics.
with the user. However, in general, showing of a valid token g E Can be used in
d t : TS b ’ it h b tole Keystroke < .2 continuous [19], [20],

oes not prove possession; because it may have been stoleny 1o yics ga authentication. 21]
or copied by others [12]. Based on the nature of online _ _
exams, PBA can be useful if the exam is conducted in a Voice Bhehawou_ral_ [22]
specific place, such as college labs or in qualified testing characteristics.
. . . Voice verification

centres. However, if the exam is conducted at home or in using a microphone

any place outside campus with no physical control, PBA is Can be used as

useless. The popular examples of the PBA are; memory continuous

cards, smart card tokens, dongles, and keys [10], [12]. authentication.

3) Biometrics-Based Authentication (BBA): Signature CE;PaaC\t/giusrt?cls (17
B|om(_etr|c_s is a new te_chnology that is used. to enhanc Stylometry Behavioural 201, 23]
security in the applications [6]. It is also defined as the characteristics.
identification of a user that depends on physiological and Determines
behavioural characteristics. Physiological biometrics refers authorship from the
to are based on the user's physical characteristics, linguistic styles of
Commonly used physiological characteristics include Face _ the authors.

(2D/3D Facial images, facial IR thermograms), Hand | Handwritin There are two typesl  [24]
(fingerprints, hand geometry, palm prints, hand IR |9 gf ha(r;dwntmg-
thermograms), Eye (iris and retina), Ear, Skin, Dental, and ased

A . . , authentication: one
DNA. Behavioural biometrics are based on the user's based on static
behavioural characteristics that are cqnsidered as Ie.ar_ned information (letter
movements [12],Commonly used behavioural characteristics width, density) and
include; voice, gait, signature, mouse movement, keystroke one based on
and pulse [14], [12]. Biometric authentications are dynamic
technically complex and usually expensive because they information (x and y
require special hardware [12]. The appearance of biometrics coordinates, writing
solved the problems that plagued traditional authentication speed, writing
methods [14], [12]. They provide the most effective and pressure and pen

angle).Can be

accurate identification methods because they cannot be
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applied to online
exams using pen
tablets or touch
screens.

Face
recognition

Fingerprint

Eye
tracking

Physiological Biometrics

Can be used in
continuous
authentication.

(25], [6],
(19], [26],
[27]

Can be used in
continuous user
authentication; if it
is included with
other devices, such
as a fingerprint-
scanning mouse.

(6], [25]
[14], [28]

The eye feature
tracking for
validating users.

(29]

Brainwaves

ERP (Event Relate
Potential). Signals
used to explain the
cognitive
information process
Can be used to
show differences
between e-learning
users.

o

(29]

Palm-print

Physiological
characteristics.
Needs additional
devices to scan
(palm print
scanning device).

(16]

Smart card,
memory
card & zip
disk

Possession base¢d
authentication

Based on private
objects that the use
possesses. Maybe
stolen or duplicated
by sophisticated
means.

(30]

IP address

Other-mechanisms*

Can be used to
identify the possible
location of a user.

IP address (togethef

with a timestamp)
can be used as
indicators of
possible cheating
behaviour during
exams.

9], [28]

B. Online Exam User Authentication Threats

Based on the code of practice for the Assurance of
Academic Quality and Standards in Higher Education (QAA)
in the UK, the meanings of academic misconduct, in respect
of assessment, include plagiarism, collusion, impersonation
and the use of inadmissible material [33]. In general, one of
the main security challenges to user security in online
environments; especially in online exams, is the action of
impersonation. Impersonation is considered to be a fake
action with the goal of duplicating an authentic user and
defrauding the security system. In an online exam, the issue
of impersonation is considered the most important cause of
concern and is therefore considered to be a greater risk by
the academic community [6], [34]. Based on the literature in
[18], [35], there is a significant possibility of impersonation
threats during online exams. Impersonation can be direct by
allowing Another person attempts to take the exam on behalf
of the true user ,or indirect impersonation; where the original
user sits to take the exam, but the assistant answers the
questions [13].

C. Commercial Systems for Proctoring Online-Exam

Nowadays, there are current commercial systems that deal
with user authentication issue in online examination . Based
on the literatures, there are at least 5 systems that have been
received by several universities and colleges, for their online
courses, namely ProctorU, ProctorCam, Webassessor
BioSig-ID and Securexam. Payment is required for
protecting each online exam session or on each individual in
case of use this kind of systems.

In the main, these authentication systems try to stop the
cheating in the online-exam by merging both conventional
knowledge-based authentication (user_name,password) with
biometrics-based authentication (such as Fingerprint). Table
2 summarize each of these systems.

TABLE Il
COMMERCIAL ONLINE-EXAMINATION REMOTE PROCTOR SYSTEMS

Timestamp

Used to know at
which time the
exam session
started.

(30]

Webcam

Can be used in
continuous presenc
authentication.

=Y

[31], [32]

Video
monitoring

Can be used in
continuous presenc

=Y

authentication.

[16], [30],
[9]

Systems Name Description Example
University

Secureexam The fingerprint for | Troy University,
Remote Proctor student New York
(SRP) identification. University
http://www.remotep
roctor.com
ProctorU , Axicom | Username, National American
Corp password, and ID | University, Andrew

http://www.proctor
u.com

(Virtual online
proctoring)

photo for student
identification.
Human proctor in
real-time and video
surveillance system
/audio recording

Jackson University

* Other-mechanisms equate to other authentication method

may help in user authentication that is not classified as
knowledge, possess or biometric based authentications, su
user location, IP address, time of attempted access and
timestamp, in addition to user presence authentication
techniques, such as webcam and video monitoring.

5 that]

th as

ProctorCam
http://www.proctor
cam.com

(Virtual online
proctoring)

Username,
password, and ID
photo for student
identification.
Human proctor in
real-time and video
surveillance system
/audio recording

Boston University's
Metropolitan
College,

Loyola University C
hicago's
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WebassesorTM Facial recognition Penn State 0
(http://lwww.kryteri | software and pat- | University
ononline.com/) terns of keystroke
rhythms. Secure
Browser Control

video surveillance

J, Psychomotor Psychokogical

Behaviors of the

Experieace

Physical L\

Cognitive
Skills and
intelligence.
traits

3 User
(Body parts&

senses)

Demographic

Statistical

system cha?;ti:rsti:s
BioSig-ID The login into The university of ™

systemneedsa | Texas Fouste || ket < | et

username, first Systems ,University| Vi g, | e e lonzalng shiktic —e I

name and last name. of Maryland, and basd.. il [ i | e

after that users must Houston perceptulsrle.

select the pointing | Community College

device that will be
used to draw their
signature (e.g. a

mouse, a stylus, or P e
touch pad) "’ Psychomaotor ’

Fig. 2 User characteristics that could affect the interface design [37]

Experience

Psychological

D. Preference Based Authentication-PrBA

u(; L Cognitive Bebaviours of the
Recent developments in the technology and the use of the A L

Internet  worldwide emerges the importance of user g ) Demographic
interfaces [36],[37]. New technologies are developing for % s s
user comfort. Therefore, user interfaces are becoming the £

main discriminator for the products [38]. McDaniel ,1994 &

defines user interface as follows [39]: %/_/

“Hardware, software (including menus, Suitable/adaptive User
screen design, keyboard commands, and Interface

command language), or both that allow a
user to interact with and perform operations
on a system, program, or device” (p. 724)

Fig. 3 Relationship between user characteristics and interface design

This was done in reverse in the proposed method by
trying to identify the wusers based on their desired
preferences. The authentication system would give users the
opportunity to choose their own suitable interface design
based on their characteristics.

Interface preferences are the alternative uses of interface
elements, which form the entire user interface. Is there a
relationship between user characteristics and user
preferences? For instance Ozgen,2008 [49] investigated the
relationship between user characteristics and user’s interface
E- preferences, 2500 participants from 120 different countries
participate in his survey.

The results show that there is a relationship between
users’ characteristics and users’ interface preferences.
Moreover, Michael and Mills said there is a relationship

The user interface is very important part of any software
application, one that often determines how well software
users learn ,accept, and efficiently work with entire systems
[40] Whatever the underlying technology is, users can
contact the system through the user interface [41], [42].
Furthermore, the Internet provides information to people all
around the world. These people from different cultures have
different characteristics such as perceptions, cognition,
thinking styles, and values etc. [43].

The online exam is a very important system within
Learning environment. Students dealing with online exam
periodically during the study period. User characteristics
have a direct impact on how interface design will be [44],

[43]. Therefore, the online exam interface design must takebetween user characteristics and user font type [50]. Evers et.

user characteristics into consideration. Refereeing to . .
literature [44], [45] the classification of user characteristics ?I [31] indicated that the design preferences do affect

that can impact on the user interface design and examples Owterface acceptance. There_zfore, we can say that users
characteristics will effect on interface preferences, and each

each one are shown in Fig. 2 which shows that the USCndividual has its own characteristics for that different
characteristics has been classified into Physical,

o : . interface design will appear. So that, the interface
E%Z?;Tg;or’ Cognitive, Psychological, Demographics, andpreferences would be used as evidence of the user’s identity

. . in the same way that Ullah et al. used the challenge
Nowadays, many human computer interaction (HCI) . . o
researches are focusing on how to establish adaptive usegues'uons [5]. This method, which is called the PrBA method,

interfaces to improve the usability of the systems and totakes note of the fact that challenge questions are not
P y y efficient enough [52], and that this extra step in the online

enhance the user’s convenience in order to establish a ;
exam may annoy users. On the other hand, the online exam

suitable user interface based on the characteristics of the ;

users [46],[47],[48](see Fig. 3) interface preferepces will _be useful_for students and allow
e T them to pick their own suitable design, depending on their

characteristics. This step aims to add convenience and takes

into account individual differences among users in addition
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to using it as a user authentication method to identify a user l‘
based on his or her selected preferences.

Our proposed online-exam authentication system will

I1l. RESULTS ANDDISCUSSION

consist of three phases: login phase, online-exam interface = - Faopitr v

preferences phase, and exam session phase (refer Fig. 4).

Login Phase
Use 1d, password
1

10

Online Exam Preferences Phase
User choose his own online exam interface preferences

M Digital/Ascending

=_= o Tyoe Digital Descending =TT,
Exam Session Phase Analog
Student start exam

Fig. 4 Online exam authentication system phases Sound e T
Fig. 5 Online exam design preferences web page

Login Phase User can enter the user_id and password
to gain access if the user passes the login phase the
system will redirect him to the online exam preferences
page.
Online Exam Preferences PhaséOnline exam
preferences page would give the user ability to choose

Fig. 6 shows the process model of proposed online-exam
authentication system, the proposed system consist of two
authentication phases, login authentication and preferences
his own preferred exam design depending on his authentIcatIon. The following staggs explain  how .the

authentication system works starting from collecting

characteristics, many online exam design features will X . . 2
be offered on this page (see Fig. 5). Such as font (face student’s data and ending with user verification process.
o " Stage 1:In this stage, two activities will be conducted

size, style, colour), background colour, time counter . ;

(digital to down/ascending, traditional clock), sound before the real online exam session starts.
alert, No. of questions/page and group questions by
(Topic, difficulty, type) [37].

Exam Session Phasé this phase, the exam session

would start, biometric based authentication could be
used in this phase for continuous user authentication
along exam period [25].

» Registration: As depicted in Fig. 6 the process starts
from finishing registration to get login information.
The students would create their own accounts and
finished online registration. The registration process
includes a selection of user-id, password, email address,
birth date, gender, and educational level.

Login authentication Preferences authentication

No I
» Exit
Onlime-Exam interface
preferences
Authentication
) PrOCcESE
Registration
Valid
Learning Validity
Exam session

Check

=

User data

I
I
I
| =
I
I
I
[
I

Fig. 6 Preferences Based Authentication (PrBA) process model
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« Learning Process After the registration, the student

This work was supported by Universiti

Kebangsaan

would be redirected to an exam preferences web page tdValaysia under research grant (DPP-2015-018).

choose his own “exam interface preferences” for the
purpose of practice and training.

After the student finishes the practice the system confirms[l]
him to save the interface preferences which he had chosen,
more than one preference templates would be saved for eacl!
student in different practice sessions. Then the data would be
stored in the (user_id) Database in order to use it forg
comparison within a real online exam session.

Stage 2:In this stage, two activities will be conducted; [4]
login authentication and preferences authentication.

 Login AuthenticationThe student has 3 trails to login [
into online examination using his user_id and password
if the user success he would be redirected to the[g)
“online-exam design preferences” web page, other than
that the user would not be able to login to the system. 7]

¢ Interface Design Preferences Authenticatidn: the
authentication process, if the user's ‘“interface
preference” matched the stored student preferences[s]
templates, the student would be granted access to
online examination. If the design preferences do not [9]
match to the stored user templates, the student access
would be blocked and the event is reported to the
system administrator. [10]

IV. CONCLUSIONS

11

User authentication methods can be knowledge, )
possession or biometric-based authentication. Eachl12]
authentication method offers both advantages and
disadvantages. Biometric based authentication is considereglg,]
the most accurate and popular method authentication metho
used in the online exams. There are many user authentication
threats that could affect on the online exam such as collusiort*!
and impersonation. Impersonation impacts on the online
exam credibility, it is considered the main threat in online [15]
exam environments. In this article, we propose an Online-
Exam Authentication System. The system consists of two [16]
layers of authentication. The first layer is login
authentication which based on the user_id and password.
Whereas, the second one is PrBA which is based on thdl7]
online exam interface design chosen by the user. PrBA
depends on a certain principle which emphasizes that usersgig
characteristics effect on the interface design and each
individual has its own characteristics. Therefore, the online
exam interface design that the exam-taker picked before al
exam session started would give an evidence on the use
identity. For future research, the experiment would be
conducted in order to investigate the feasibility and accuracyl20]
of PrBA.

19]
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