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Abstract— The Internet today lacks an identity protocol for identifying people and organizations. As a result, service providers
needed to build and maintain their own databases of user information. This solution is costly to the service providers, inefficient as
much of the information is duplicated across different providers, difficult to secure as evidenced by recent large-scale personal data
breaches around the world, and cumbersome to the users who need to remember different sets of credentials for different services.
Furthermore, personal information could be collected for data mining, profiling and exploitation without users' knowledge or
consent. The ideal solution would be self-sovereign identity, a new form of identity management that is owned and controlled entirely
by each individual user. This solution would include the individual's consolidated digital identity as well as their set of verified
attributes that have been cryptographically signed by various trusted issuers. The individual provides proof of identity and
membership by sharing relevant parts of their identity with the service providers. Consent for access may also be revoked hence
giving the individual full control over its own data. This survey critically investigates different blockchain based identity management
and authentication frameworks. A summary of the state-of-the-art blockchain based identity management and authentication
solutions from year 2014 to 2018 is presented. The paper concludes with the open issues, main challenges and directions highlighted
for future work in this area. In a nutshell, the discovery of this new mechanism disrupted the existing identity management and
authentication solutions and by providing a more promising secure platform.

Keywords— blockchain; authentication; identity management; distributed ledger technology; ethereum; hyperledger.

Authentication as a process of determining whether
someone or something is, in fact, who or what it is declaring

We all heard about Bitcoin [1], Ether [2] and other to be, is the key component of any trustworthy online system
cryptocurrencies, which enables people to anonymouslywhich handles sensitive data or transactions. Whether these
perform secure and trustworthy payments and transactionssystems are Internet of Things (IoT), industrial Internet,
In the heart of those cryptocurrencies there is a blockchainsocial networking or payment gateway system, the main
[3]; a decentralized database which records all transactionsaspect of those systems is the authentication process. The
since their beginning. The entire network as opposed to aprocess of authentication is very visible to users. It directly
central entity such as a bank or government is continuouslyinfluences their perception of trust. An ideal authentication
verifying the integrity of it. This way, users do not have to process should be efficient, reliable and able to verify data
trust a central entity, but security is guaranteed by thecredentials while protecting user’s privacy.
strength and computing power of the entire network The identification ecosystem of the past decades is
participating in the blockchain. complex and full of middlemen. Service providers have
invested billions in system and infrastructure to be compliant

I. INTRODUCTION
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with data security regulations. As of today, they are still underestimated technologies of the time. In section Il, the
facing challenges in managing user’s identity, authenticatingbackground of identity management and authentication
and authorizing users. Every day online users are tasked withmechanism is explained. Blockchain technology and a
providing identity, entering credentials for online and cloud comparative review between Ethereum and Hyperledger
services that they access. These has generated huge volumbbckchain is discussed in section Ill. An overview of related
of user data with service providers and user private data igesearch works is presented in section IV. Section V and VI
stored and left to the discretion of service providers [4] [5]. concluded the paper with open issues, main challenges and
Last year in Malaysia, there was a massive data leakdirections of the future blockchain and distributed ledger
involving 46.2 million mobile users [6]. Early this year, technology.
personal details of over 220,000 organ donors and their next- , ,
of-kin had been leaked through government official A Overview of Identity Management
databases in Malaysia. Their personal details, identity card Identity management refers to broad administrative area
numbers, addresses and mobile phone numbers may havend standards that create, maintain and the de-provision of
fallen into the wrong hands [7]. user account. Sound identity management and governance
Users who subscribed to multiple online services will are needed to manage identities for online services. Identity
have to store passwords in all the servers for authenticatiormanagement is required to simplify the user provisioning
and hence authentication data are replicated and withheld irprocess. Enabling new users to get access to online services
multiple servers. These redundant actions of exchangingand de-provisioning users to ensure that only the rightful
authenticating data may lead to an exploit of the users have access to services and data.
authentication mechanism. These vulnerabilities have caused
user to suffer from identify theft and data breaches. This 1_) I.ndependentIDl\/_I . )
server-centric identity management model has deficiencies. Majority of Internet identities are centralised [12]. The
From the service providers standpoint, managing andYSer credent[als are owneq andl manageq by a single entity.
authenticating users is becoming inevitably complicated. BUt these independent identity repository model has
Passwords and personal identity information is traditionally deficiencies. Users do not own their identity record and it
stored in a centralized server which makes it possible forcan be revoked or misused by the identity provider.
hackers to achieve their malicious goals by stealing, 2) Federated IDM
misusing or manipulating these data. Therefore, service

. . . Federated identity management systems [9] [13] can
gzjc()j\i”ndgersmalrt?plreeq?;rcetgrsto ;urfﬁgitizggggerforpegzggimzngyprovide authentication and authorization capabilities across

stronaer encrvotion. which further complicates the svstem organizational and system boundaries. It requires agreements
8] 9 yption, P y that an identity at one provider is recognized by other
Besides server-centric identity management, federatedprowders and contractual agreements on data ownership.

identity management [9] is adopted currenty where User account is _mana_ged mde_penden_tly b_y |dent|'_[y prowd_er
S . : and no enterprise directory integration is required. This

Nower the security risk as credential are not replicated but
propagated on demand. This approach is relatively more
complex to implement and requires proper agreement and
trust relationship between online services.

different online services. This comes in the form of single
sign on or Facebook Login, Google ID etc. Although
identity federation gives a degree of portability to a
centralised identity, but the power remains with the identity
provider. The impact of federated identity on user privacy is 3) Sdf-sovereign IDM

more profound. Identity providers have access to the gelf-sovereign identity is the concept that users should be
information stored by subscribers for authentication purposegple to control their own digital identity. People and
and this presents a privacy issue. It is difficult for users to | sinesses can store their own identity data on their own
make sure the proper Service Level Agreement (SLA) rulesgevices and provide their identity to those who need to

are enforced since there is a lack of transparency that allowgyajigate it, without relying on a central repository of identity
the users to monitor their own information. This can be seengata. Since it is independent from any individual silo, it

in recent Facebook and Cambridge Data Analytica disputegives user full control, security and full portability of their

over alleged harvesting and use of personal data [10]. data. Sovrin foundation [14] describes self-sovereign
~ Know-Your-Customer (KYC) compliance obligations for jgentity as an Internet for identity where no one owns it

financial institutions are burdened by the need to both collect

and protect data at the same time. The current personal datB. Overview of authentication process

ecosystem is archaic, fragmented and inefficient hence a The establishment of a secure channel permits to
new authentication and identity management framework isexchange  sensitive  data  providing  trustworthy,
needed. Self-sovereign identity management [11] and aconfidentiality and integrity service on the exchanged data.
decentralized solution with Distributed Ledger Technology To provide these services, companies will setup an
(DLT) is required to address these challenges. The authentication process based on user registration data. Those
blockchain and DLT is undeniably an ingenious invention data will be stored in a server either locally or remotely and
for nowadays Internet systems, since many people includingto be used whenever they need to identify user. To overcome
developers do not understand what the technology is aboutihe issue of identification, companies developed many types
the blockchain technology remains one of the most of authentication mechanism based on either something you
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know (such as password) or something you have (such asather effective for closed communities such as enterprise
smart card) or something you are (such as a user profilingcloud, these methods are too costly, inconvenient, and
fingerprint or other biometric method). logistically difficult especially for the distribution,

1) P ord authentication administration, management and support in the cloud.

Password authentication is simple and easy to use, but it ~ 2) Implicit authentication
must have a certain level of complication and regular This approach uses observations of user behaviour for
renewal to keep the security. It is an authentication authentication and it is well suited for mobile devices since
technology with well-known weaknesses in the sense thatthey can collect a rich set of users’ information, such as
even if the correct username and password combination idocation, motion, communication, and their usage of
provided; it is still difficult to prove that the request is from applications. A number of profiling techniques have been
the rightful owner and subjected to shoulder surfing attack studied to provide a suitable service for user and personal
[15]. Users frequently reuse their passwords when profile information in mobile cloud environment [25] [26]
authenticating to various online services. In view of the [27]. But to date, a formal model of this approach has yet to
weak password practices, this brings high security risks tobe provided and limited device resources are the technical
the wuser account information. Nonetheless passwordconstraints to overcome. Studies on intelligent mobile
authentication is still the most frequently used authentication authentication service are still inadequate.

technology with more than 90% of transactions [16]. 6) Blockchain authentication

2) Trusted Platform Module based authentication The immutable blockchain ledger verifies and ensures that

Trusted Platform Module (TPM) is a hardware-based the users, transactions, messages are legitimate. Blockchain
security module that uses secure crypto processor that caauthentication [28] is done by smart contracts which are
store cryptographic keys that protect information. A variant written and deployed to blockchain. A smart contract
of it is, Mobile Trusted Module (MTM) [17] is a proposed generator can be programmed through a Smart Contract
standard by Trusted Computing Group a consortium (TCG) Authentication (SCA) layer to activate and execute every
founded by AMD, Hewlett-Packard, IBM, Intel, Microsoft. time an authentication is required by either party and self-
It is mainly applied to authenticate terminals from govern itself within a predefined scope of actions. The need
telecommunications. However, it is being considered as afor a third party to authenticate transactions is eliminated.
online authentication method with Subscriber Identity Costs can be reduced while security and privacy are greatly
Module (SIM) due to the generalization of smartphones. enhanced. Effort of hijacking the authentication process
User devices can utilise unique hardcoded keys to performwould be much greater in the distributed environment.
software authentication, encryption, and decryption.

3) Trusted Third Party authentication

Employing Trusted Third Party (TTP) services within the This section hlghllghts_ some basic concept of vyhat a
cloud leads to the establishment of the necessary trust levep/ockchain is and why it can be the best alternative to
and provides ideal solutions to preserve the confidentiality, Manage our data credentials and authentication process.
integrity and authenticity of data and communication. PKI A  The Block
(Public key infrastructure) team up with TTP provides
technically sound and legally acceptable means to

implement strong authentication and authorization. PKIl is an pages of a ledger or an account book. Each time a block is

authentication means usin ublic-key cryptography. It L .
enables users to authentica%e Izhe othe)r/ par)g; b%sepd ):)n th%ompleted, it gives way to other block. Data stored in blocks

o : . . cannot be altered. The genesis block, genesis.Json, is the
certificate without shared secret information. One examplefirst block of a blockchain
of TTP authentication in cloud is Single-Sign-On (SSO) [18]. '
When a user gets authentication from a site, it can go
through to other sites with assertion and no authentication —>@

Il. MATERIAL AND METHOD

A block is referring to files where data pertaining to
blockchain network is permanently stored. A block is like

:@ >
r»

process is required. However, the existence of a trusted thirc ]—'

party as an authentication server or certification authority is Block Block

becoming security and fault intolerance bottlenecks for the

system. | ltem ‘ | ltem ‘ | ‘ l Iltem ‘ ‘ Item | l |

4) Multifactor authentication

Multi-factor authentication [8] [19] [20] [21] ensures that
a user is who they claim to be by combining a few means of )
authentication. The more factors used to determine aB: Hashing
person’s identity, the greater the trust of authenticity. ID, Each block contains a record of transaction and is
password, biometrics [22] [23] [24], certificate are used cryptographically hashed. A hash function takes in input
traditionally for single factor authentication. With the value and creates an output value deterministic of the input
emerging of mobile network, second factor authentication value. Every input has a determined output. The process of
takes the form of SMS, e-mail, and telephony OTPs, PUSHapplying the hash function to any data is called hashing and
Notifications, and mobile OATH Tokens. Even though it is the output is called the hash value or simply the hash. One

Fig. 1 Structured connections of Blockchain’s blocks [1]
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critical characteristic of a secure hash function is that it is  With reference to Figure 2, there are six transactions (txA,
only one way. This means that given the hash, it is txB, txC, txD, txE, txF, ) with their hashes (HA, HB, HC,
impossible to determine what the input was. Hashing isHD, HE, and HF) at the base/bottom of the tree.
extensively used with Blockchains. For example, a processConcatenating any two hashes of the transactions together
of hashing public keys derives addresses on a Blockchain(HA + HB), (HC + HD) and (HE + HF) will give the first
An Ethereum account is computed by hashing a public keyleaves of the tree. The next steps will be the hashing of the
with keccak-256. leaves H(HA + HB), H(HC + HD) and H(HE + HF) with the
) results HAB, HCD and HEF which will result in new leaves.

C. Blockchain The leaves will continue to concatenate. At the end of the

A Dblockchain [29] is a chain of blocks of valid process, hashes HABCD and HEFEF will be created. The
transactions. Each block includes the hash to the prior blockprocess will result to a final and unique hash, the root hash
in the blockchain. It uses a peer-to-peer network, which which for this example is hash (HABCD + HEFEF) =
means every node in the network is connected to every otheHABCDEFEF called the Merkle root. Merkle root is placed
in the network. After the transaction is verified, it is in the block header mentioned as “hashed list of all
broadcasted to the network and is added to everyone copy ofransactions that took place since the last created block”.

the blockchain. “Merkling” the hashes of child nodes in the tree help verify
Advantages of the blockchain technology includes: contents for parents and generally large data structures.

* Immutability: nothing on the blockchain can change. The advantage of utilizing merkle tree data structures is

Any confirmed transaction cannot be altered. that any node in the network can check the historical

e Permanence: A public blockchain will act as a backdrop of many transactions easily, and hence any
public ledger, data will be accessible if the individual is guaranteed that their duplicate of the
blockchain remains active. blockchain is finished and alter-free. Confirmations are

+ Removal of intermediaries: The peer-to-peer nature given as a feature of the centre blockchain code and
of the blockchain does away with the need of guarantee that open private keys are substantial, transactions
intermediaries. are being marked effectively and exchanges are legitimate

« Speed: Transactions are much faster than athe distance back to the root.
centrally controlled ledger.

X ; 2) Consensus Algorithm
e Security: Neither the node nor anyone else except F block to b ted by th work .
the sender and the receiver can access the data sent "~ OF @ PIOCK 10 b€ accepled by the network peers, miners

: must complete the proof of work [30], which covers all the
across the blockchain. data in the block. The difficulty of this work is adjusted as to
1) The Merkletree limit the rate of new block generation to one every 10

The block is divided into two main categories which are minutes (in Bitcoin blockchain) and can vary for other
the header and the body. The header has four components, Rlockchain.
timestamp, a nonce, a hash reference to a previous block and - Proof of Work
a hashed list of all transactions that took place since the last pgo\w is the calculation of hash functions to solve

created block. The blocks are stored in a multi-level data«pathematical puzzle' in blockchain. Producing a proof of

structure, a tree structure called the merkle tree. This\ ok is a random process and hence it requires a lot of trial
structure is the key factor of the mining. The merkle tree or 5304 error. Pow algorithm is based on computation power.
binary hash tree is a type of a binary tree, where the bottomyjiners are as powerful as the number and power of CPUs
of the tree contains the transactions (hashed), theihey own. This algorithm is the oldest and the most common
intermediate tree nodes (leaves) contain the hash of the tWgyne in the Blockchain technology, one of the problems that

nodes that made it, all the way till the top where it is a single pgyy has, is that it spends a great amount of electricity and
hashed tree-node called the Merkle root (root hash). bandwidth over the process of mining.

HABCDEFEF oot hash] . Proof of stake
S Driving the weaknesses of PoW algorithm, PoS algorithm

was developed to make blockchain nodes as powerful as
e their stake. The earning revx_/ard for a miner is the fun_ction of
hash(HAB+HCD) the amount of stakes the miner holds. For example, if a node
has 10% coins in account, it will earn 10% of any new coins
created in the future because the probability of signing next
HAB block would be related to the amount of stake. In this case
AESREAEE T there is no need to solve a very hard mathematical
/ challenges as in PoW, which prevents wasting resources like
electricity. All seems good here but there is also a new issue
nasnieny [ Hasntos) that the owner of the oldest set of coins or the one has more
coins get more rewards (rich get richer), the only thing that
need to be done is to prove the ownership of its stake.

Fig. 2 Overview of a Merkle tree
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« Proof of Importance 4) Permission Restrictions

Due to the problem with PoW and PoS, there was a new  Permission restrictions will determine which nodes are
consensus algorithm call the Proof of Importance (Pol). Theeligible to create blocks of records. A permissioned
idea behind this algorithm is that the nodes are important asblockchains predefine the users to carry out transaction
their activities on the network. Nodes that are active on theprocessing, as in Hyperledger fabric blockchain. Meanwhile
network will be rewarded. Each address is given a trust scordpr permission-less blockchains, there is no restriction on
and activities on network gets higher, the more chance athe identities of processors, therefore anyone can be a part of
node will be rewarded based on loyalty and effort. the network. This is the case in Bitcoin and Ethereum.

« Practical Byzantine Fault Tolerance (PBFT) 5) Scalability of blockchain structure

This consensus mechanism is certainly one of many that  The scalability of blockchain structure is composed of
can be utilized in permissioned blockchains, in which a new the factor of node scalability and performance scalability.
block is generated if more than 2/3 of all validating peers Node scalability in blockchain networks refers to the extent
post the same reaction. Hyperledger fabric out of the boxis which the network can upload more node without a loss in
does not provide PBFT, however gives its users the featuréerformance. Performance scalability on the other hand
of adding this consensus mechanism modularly. refers to the number of transactions processed per second. It

3) Accessto Data is impacted by the latency among transactions and the block

Depending on the consensus, there are three types o\gength.

blockchain which are: public, private and consortium A blockehain is consi(_jer_ed scalable if it can add
Blockchain ' ' thousands of globally distributed nodes whilst still

] . processing thousands of transactions per second. Currently,
- Public Blockchains none of the prevailing blockchains are scalable. Public
Public blockchains or permission-less blockchains are blockchains such as Bitcoin and Ethereum make this trade-
accessible for everyone and anyone can participate as a nodaff in favor of node scalability by using proof-of-work
in the decision-making process. Public blockchain achieve (PoW) consensus mechanisms. On the other hand, a
consensus without central authority and thus can beHyperledger fabric instance that modularly adds PBFT
considered as decentralized. All users maintain a copy of themakes this trade-off in favor of performance scalability. For
ledger on their local nodes and use a distributed consensubusiness structures of less than 20 nodes this might be a
mechanism to reach decision or eventual state of the ledgerviable solution. However, if there are more nodes that takes
Bitcoin is the best example of a public blockchain -whenever place in PBFT, transaction throughput can be reduced
a user does a transaction, it is reflected on every copy of thesignificantly.
block.

6) Governance
. Private Blockchains

) _ _ Governance [34] refers to the degree to which decision-

Private Blockchains are private and open only t0 a making power is distributed within the blockchain network.
consortium or group of individuals or organizations that has |t attempts to answer the question of who could make what
decided to share the ledger among themselves. Only thgjecisions on a blockchain platform. Each blockchain
owner of the Blockchain has the right to make any changespjatform needs to be developed and maintained. Usually, a
to it. For example, Blockstack [31] [32] [33] aims to provide core developer crew performs this task. As there are many
the financial institutions with back office operations, siakeholders in a blockchain network, such as core
small as compared to the public Blockchain. Some peoplechanges to the blockchain center protocol are very important
may argue that private Blockchain is not of much used as theand frequently controversial. This is a strong factor where
implementation concept does not differ much from that of pjockchain systems differ from each other.
the current systems. Nonetheless private blockchain can . )
provide solutions to some of the problems which Bitcoin /) Anonymity on blockchain
cannot, such as know-your-customer (KYC) or anti-money  Anonymity on the blockchain refers to whether the
laundering (AML). identity of a node is openly transparent. In public

. Consortium Blockchains permission-less blockchains, such as Bitcoin and Ethereum,
users are pseudonymous since they cover their identity

This bI.OCkCham is basically a hybrid of _pubhc and private behind a pseudonym, their public wallet address. In private
blockchains. The consensus process is controlled by a

preselected set of nodes. Rather than allowing any node t(g)erm|SS|oned blockchains, such as Hyperledger fabric, users
. ; Lo . usually know each other.

participate in reviewing the transactional process, a

consortium blockchain provides multiple defaults and  8) Native currency

distributed nodes for the process. A consortium platform  Native currency refers to whether the blockchain has an

offers many of the benefits associated with private jnnherent currency[3]. For example, Bitcoin uses its currency

blockchains, such as the efficiency and privacy of «Bjicoin” as a medium for exchange. Ethereum uses “Ether”.

transactions. Besides, a consortium blockchain is generallyyyhile Hyperledger fabric does not use an own currency.
faster, with higher scalability and provide more transaction

privacy.
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9) Turing Completeness TABLE |
. . ., COMPARISON OFETHEREUM, HYPERLEDGER AND BITCOIN
Scripting refers to the degree to which a blockchain’s

pngramm_ing fe_atures to support the development of Dapps characteristics Ethereum Hyperledger Bitcoin
This function will allow the developer to check the Turing
completeness of the blockchain. Turing completeness refefs Founded July 2015 July2017 | January2009

to any tool or device that in theory can calculate everything armission
assuming sufficient resources (memories) is availablg. |esticiions | TeMission-less|  Permissioned  Permission-less
Ethereum and Hyperledger fabric are Turing complete sp
they provide developers with a Turing-complete scripting Accesstodatg  Public or private Private Public
language (Solidity for Ethereum and Chaincode fo

Hyperledger Fabric), which allows developers to create COnsensus Pow PBFT Pow
smart-contracts that can interact with each otht_—er and form High node- Low node- High node-
decentralized applications. While other blockchains, such ds Scalability scalability, low | scalability, high | scalability, low
Bitcoin, only provide a very limited stack-based performance- | performance- | performance-
programming. This makes application development ver scalability scalability scalability
tough and sometimes not possible. . . Low, open- Low,
Centralized Medium, core governance descentralized
10) Ethereum VS Hyperledger regulation developer group, m_odel base on decision making
Eth (governance) | but EIP process| Linux model by community
. thereum
Etherelum [2]_, an open source project, . pr(_)VideS a Pseudonmity, no| Pseudonymity, | Pseudonymity,
blockchain solution that allows distributed application to bg Anonymity encryption of encryption of | no encryption of
deployed. Ethereum links smart contracts and blockchains. transaction data| transaction data| transaction data
A smart contract is a credible contract that is completely Native Yes- Ether No Ves.
controlled by computer program and does not depend on any ¢yrency (ETH) Bitcoin(BTC)
agency. The contract is automatically executed oncg _ —
execution conditions are satisfied and no individual node can High possibility, H'gtho_SS'b'“tyr
modify it. Ethereum can be seen as Bitcoin 2.0, a cryptp Turing complete corLrj1rpIJr|1§te Limited
currency with support for smart contracts. Ethereum is iti virtual machine, inting of possibility,

: : g Scripting high-level s_cnptmg ot stark-based
known for its high cost for performance scalability and language suppor chaincode, high- scripting
privacy. Its built-in cryptocurrency is known as Ether (ETH). (Solidity) 'Ieve' Go-

anguage
. Hyperledger
. . Programing Golang, C++,
Hyperledger [35] on the other hand, is a Linux language Python Golang, Java C++

Foundation banner project which covers frameworks like
Hyperledger Fabric, Sawtooth, Iroha, Indy and Burrow. o N

Hyperledger provides core modules and API to facilitate ~AS & new technology with infinite opportunities, there are
development and interoperability. Hyperledger satisfies many individuals, companies as well as governments, which
major purposes of blockchain for business. In permissionedhave st_arted some resea}rchgs and development on
network, proof-of-work does not involve solving difficult ~blockchain technology. While it may take years for
cryptographic problems, also known as mining. TransactionPlockchain technology to mature fully, many blockchain
can be confirmed within a short time which is a major solutions and applications are already perfectly feasible in
business requirement. Besides, when mining is not requiredthe near term, and new opportunities will continue to present
there is no reliance on cryptocurrencies which is used tothemselves as the underlying technology evolves. In this
incentivise miner. It supports selective disclosure which Section, blockchain solutions in the field of identity
gives businesses the flexibility to make transactions visible Management and authentication from year 2014 to 2018 are
to selected parties' This can be achieved through the ke)presented. A summary of the related works is exhibited in
management of encryption or signature operations. AboveTable Il.

and beyond, Hyperledger leverages on smart contract to  Sowrin

automate business processes, Byzantine fault tolerance (BF _ . .
algorithm and fine-grained access control for its Sovrin [14] is a trust framework for decentralized, global

permissioned mode of operation. public utility for self-sovereign identity. It is also the first

There are fundamental differences among the blockchainglobal public utility exclusively for self-sovereign identity
technologies. For instance, participation of nodes in the@nd verifiable claims. Self-sovereign aims to provide

decentralised network, consensus mechanism, scalability andortable identity for any person or organization. Having a
native cryptocurrency. A detail comparison between self-sovereign identity allows the holder to present verifiable

Ethereum, Hyperledger and Bitcoin is presented in Table I. credentials i_n a private way. These credenti_als can _be gender,
age, education background or employment information.

The Sovrin protocol is based entirely on open standards
and open source Hyperledger Indy Project. All Sovrin
identifiers and public keys are pseudonymous by default.
The solution is pairwise-pseudonymous identifiers, a
separate Distributed Identifier (DID) for every relationship.
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As of time of writing over 20 stewards have signed on to F. ShoCard

operate under the Sovrin Trust Framework. ShoCard [39] is a commercial mobile identity solutions
B. MyData that protects consumer privacy. It is basically a tiny file that

i . ... only user can manipulate. When users create a ShoCard ID,
MyData [36] is a research commissioned by Finnish yrq,gn the App or via SDK, their identity document is
government for personal data management. This Nordic self-

L | S scanned and signed. Then, the app will generate a private
sovereign identity model is driven by the concept of human oy pyplic key to seal that record. The record is then
centric control, usability, accessibility and openness.

encrypted, hashed and sent to the Blockchain where it cannot
MyData can be used to secure flow of data between sectorge ampered with or altered. Shocard Identity Platform is
likes governments, healthcare and finances. The core Ofyit on a public BlockCypher's blockchain infrastructure,

MyData authentication are user managed access, OpenlQu i o keys that could be compromised are stored off-ledger.
single sign-on and Oauth 2.0 which control access to Web

APIs. Blockchain is used to distributed control of fraudulent G. Uport

activities to the entire network of stakeholders, as any Uport [40] is a secure system for self-sovereign identity.
attempt to tamper with the blockchain is easily detectable. |t aims to be an open identity system for a decentralized web.
The research, which joint forces with Sovrin, aims at |t gperates on the Ethereum blockchain and enables users to
strengthening digital human rights while opening new send and request credentials, digitally sign transactions, as
opportunities for _busmess_to_ develop innovative personal el as manage their keys and data in a secure manner. It
data services. It is also aiming at addressing EU Generahjows the publication of identity data to other Blockchain
Data Protection Regulation (GDPR) [37], new rules on gch as Bitcoin and Ethereum.
controlling and processing personally information enforced  yport identities can be either individuals, devices, entities,
since May 2018. or institutions. Examples of interactions powered by uPort
C. Waypoint include blockchain transactions such as buying shares on the
i i , , Gnosis predication market, as well as making private
Waypoint  [28] is a decentralized multi-factor gatements to other uPort users or applications. uPort utilizes

authentication system that is deployed on the Ethereumy,, nrotocols, namely the Identity and Claims Protocol. The
Virtual Machine. This solution allows identity authentication Identity Protocol is an address on a decentralized network
to be performed on the Blockchain, with Web APl based .,nhirolled by a private signing key, and makes use of a

|mple_mentat|on. . ) decentralized public key infrastructure (PKI) that enables
With @ mobile base apps and desktop version available,gignatyre validation. On the other hand, the Claims Protocol
Waypoint allows application to secure multiple modules tefers to a standard message format that enables source
within one product by defining multiple functions. It auibytion and facilitates interoperability between various
provides feature to store user behaviour and performpqcychain and identity networks. The Claims Protocol
analytics .for real time behavioural based authentication. TheSupports the JSON Web Token (JWT) and Ethereum
commercial solution is currently at beta-stage. transactions. Among the products and tools offered by uPort
D. Bloom is the self-sovereign wallet, where it allows its users to sign
transactions and manage their keys and data in one simple,
Bloom [38], a blockchain project for credit scoring and secure location. uPort also offers development tools to assist
identity management that uses Ethereum and IPFS. it is arsimple Authentication and SSO for dapps or modern web

all-encompassing protocol it that it allows for each applications. Although its seems very promising, Uport is
traditional and digital currency holders to serve as lenders tostill in the closed-beta stage.

users who are unable to obtain a bank account or credit score. o
users will create an id contract (BloomID) to be attested by H. 1/0 Digital

friends, family and corporation. The BloomIQ system then /O Digital [41] provides an identity management that
reports and tracks debt obligations, ensuing in a BloomScorejijizes  an improved  blockchain called DIONS
as a metric of client’s credit worthiness. The bloom protocol (Decentralized 1/0 Name Server) and secured using Proof of
creates a globally portable and inclusive credit profile, gigke (POS 1/0). The DIONS blockchain enables storage of
reducing the .need for .classic banking infrastructure anddata, with capabilities of document and identity storage.
opaque, proprietary credit scores. DIONS also allows for message encryption using AES 256
E. BlockSack block c_ipher and accompa_mied with a complete A_Ii_as system.
The Alias system allows its users to store sensitive identity
Blockstack [31] [32] [33]provides decentralized services credentials and provides a way to manage reputation and
for naming (DNS), identity, authentication and storage. control their data, as the user can choose to create a public
developers can use JavaScript libraries to build Serverlesqunencrypted) alias, pri\/ate (encrypted) alias, or both. The
apps and not worry about handling infrastructure. Blockstack aliases are easy to remember and fully transferable between
will replace the contemporary client/server model; users ysers. The 10C data, messaging / alias system fees are
control their information, apps run client-side, and the open redistributed to all active stakers in the network. This
Blockstack network replaces server-side functionality. ensures further 10C distribution, and incentives users to
stake while securing the network. Features such as alias
creation and decryption, secure channel negotiation via a
single Invite, secure file transfer, and secure instant message
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communication are available on a readily hard-coded into a(Decentralized Identifiers, DID) and DID Document Object

HTML5 wallet system. (DDO) which documents verifiable claims related to the
identity. The Jolocom user interface is a fully decentralized

. BlockAuth mobile application to manage and use their decentralized

BlockAuth [42] is franchised network of OpenID digital identity. It currently allows for creation of new
Connect providers that that enables user to own and operatélentities, creation and updating claims on identities, as well
its own identity registrar. User privacy falls within the @as verifying claims on other identities. Future development
control of the users by allowing them to choose what plans of Jolocom include interaction with Ethereum smart
information they wish to make public. All user data will be contract, integration with other blockchains, as well as
encrypted. Information they wish to keep entirely private is management of tokens.
encrypted with multi-part keys that require multiple parties , ,
to work in tandem to decrypt. Additionally, BlockAuth use L. Cambr.|dge Blockcha|r.1 ] ] o
their financial resources to help developers of open source Cambridge Blockcha|nl[45] is founded with the mission
projects by paying grants or bounties. BlockAuth is Of fostering Cambridge's blockchain ecosystem. It is
providing an easy-to-integrate authentication system throughWorking on an identity Blockchain for validating secure
modern standards-compliant API. This framework is digital identity documents, processing electronic signatures,
necessary to build an entire resilient decentralized ecosysten@nd  recording  transactions. Cambridge Blockchain's

to perform the tasks of user authentication and verification. distributed archltectur_e resolves t_he competing challenges of
transparency and privacy, leading to stronger regulatory

J. UniquiD compliance, lower costs and a seamless customer

UniquiD [43] is a decentralized identity and access €XPeriences.

management platform that provide digital keys. It aims to \1 kyC.LEGAL

solve the increasing challenges attributed to the Internet of

Things. This platform prioritizes identity before security. KYC.LEGAL [46] is an Ethereum based blockchain

User's device would be saved inside their own private identity service that allows other services to verify users. It

blockchain. This private blockchain would act as a digital allows the identity of users to be established and

vault to protect the user’'s digitally connected assets viadocumented, so that going forward online provider can

secure authentications. UniqulD also enables devices to beegister any services that require such verification by

independent. This means that authentications are carried ouproviding only that information which is required for each

device to device without the need of any third-party individual service. The product is made up of two parts:

intermediaries. This concept is applied to deal with document verification through a maobile application, and

challenges related to cybersecurity and Internet of Things.  verification of identity and documents with the help of a
Besides that, UniquID’s device centric solution does not KYC.LEGAL agent.

require the usage of passwords, as it recognizes its users _

through personal connected objects, or integrated withN- Certcoin

fingerprint or other biometry on personal devices. Thus, this CertCoin [47] is a decentralized authentication system

removes the risk associated with user generated password$ased on the NameCoji#] blockchain. This system carries

It claims to be ready for deployment on custom hardware,the best aspects of transparent certificates authorities and

servers, personal computers or smart phones and tablets. It iweb of trust. Certcoin is absolutely public and auditable.

currently in a private beta stage. Certcoin helps the expected features of a full-fledged
certificate authority such as certificate creation, revocation,
K. Jolocom chaining, and recovery. Domain purchases and transfers are

Jolocom [44]aims to develop a solution to provide a executed with simple Bitcoin transactions to incentivize
decentralized identity based on hierarchically deterministic miners. The CertCoin layout additionally facilitates trusted
keys (HD keys). These keys are generated, provisioned, andey distribution that makes it more suitable for performance
controlled by the users themselves. This platform allows conscious applications. Besides that, it also addresses several
easy management of multiple personas and preservation oissues inherent to current PKIs, such as the need for a trusted
pairwise anonymity in context specific interactions. The third party and limited accessibility.
derived key pairs can be recovered by using a simple
seedphrase. Besides that, Jolocom also allows the modellinéa' Authenteq
of 10T devices ownership for integrated human and machine  Authenteq [49]uses a facial recognition algorithm to
identity. Jolocom is focused on providing a lightweight, create a digital identity on a blockchain. Authenteq allows
global, and self-sovereign identity solution for decentralized users to verify identity and create personal sovereign digital
systems that is easy to deploy for non-technical users. It alsdDs which is stored in an encrypted blockchain. All personal
maintains an open source release to support the largeflata are owned and controlled by owner, and not accessible
decentralized application community. by any third party. Authenteq can be adopted by any type of

The Jolocom system architecture consists of the Jolocomonline services. API and plugin are provided for business
Library, its user interface, a public distributed storage systemintegration. This is one of the commercial blockchain 1dM
and a storage backend. The Jolocom library offers asolutions which incorporates biometric features for
comprehensive RESTful API for performing all available authentication.
identity related functionalities: creating a new identity
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SUMMARY OF BLOCKCHAIN-BASED IDENTITY MANAGEMENT AND AUTHENTICATION SOLUTIONS

TABLE Il

Solution Description Propose type Blockchain Network ID Mgmt| Auth Status
Decentralized global ) . Completed
Sovrin[11] | public utility for selt. | Non-profit | Hyperledger | Public Yes No (Sept%mber
e : foundation Indy Permissioned
sovereign identity 2016)
This Nordic initiative
which joint forces with
Sovrin to build self- Hyperledger Public e
MyData [36] sovereign identity and Government Indy Permissioned Yes Yes On-going
authentication
mechanism
Wavpoint Decentralized multi- Beta stage
[gg] factor authentication Company Ethereum Private No Yeg  (October
system 2017)
Blockchain project for Completed
Bloom [38] credit scoring and Open source Hyperledge Permissioned Yes No (January
identity management 2018)
Decentralized services| Completed
BlockStack . for_ namlng/Dl_\IS,_ Start-up Ethereum Private Yes Yeg (October
[31, 33] identity, authentication 2017)
and storage
Identity platform to Completed
ShoCard [39] protect consumer Start-up Ethereum Public Yes No| (December
privacy 2017)
Completed
Uport [40] Identity management Company Ethereum Public/Private Yes No (October
2016)
/O Digital Identity management Completed
9 based on the Blockchaipn  Start-up Ethereum Private Yes No (January
[41]
2018)
Developing identity ecinn
BlockAuth registrar base on the Start-up Ethereum Permission Yes No Completed
[42] : less (July 2014)
Blockchain
) Identity and access .
UniquiD [43] management of Open source Ethereum Permission- Yes No Beta Stage
: less (June 2016)
connected things
Applications for user to Development
own their personal . . stage
Jolocom [44] digital identity Start-up Ethereum Public/Private Yes No| (February
2018)
Cambridge .
Blockchain Identity Blockchain Start-up Ethereum Per:zlssssmn- Yes No '2‘;522 g(t_)aigf)
[45]
User identification and L Completed
KYC['L:SE]GAL verification to prevent Company Ethereum Per?;;sssmn- Yes No (February
fraud 2018)
. NameCoinbased
Ce[LtYC]om decentralized Open source Hyperledge Permissiongd No Yes (('i/loampzlgtleg
authentication system y
Identity verification
Authenteq platform that uses a Completed
[49] famgl recognition Company Ethereum Permission- Yes No (August 2014)
algorithm to create a less
digital identity on a
blockchain
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I1l. RESULT AND DISCUSSION

Even though there are many legislation issues surroundingcr
the exchange of sensitive data attributes, personal privacy,
concerns are addressed inadequately or simply overlooked
Self-sovereign identity management, blockchain and
Distributed Ledger Technology are going to patch the gap
that current technology falls short of providing a secure and
cost-efficient identity management framework. Blockchain
authentication and self-sovereign identity management can
be deployed by government agencies, financial institutions
and enterprise business for providing a secure and reliable
authentication and identity management solution.

The discovery of this new mechanism creates a secure
platform for service providers to authenticate users with no
single point of failure and prevent attacks and leakages of
user data. This solution is a tamper-proof reference point to
verify personal data without having to expose the actual data
to a service provider.

Blockchain identity management and authentication
solution by design is distributed, decentralized and fault-
tolerant which decreases the deployment and maintenance
cost. However, scalability seems to be the biggest challeng
with public blockchain. Some argued that by centralizing
some parts of the technology, blockchain identity
management will be more cost effective and secure.

service providers to authenticate users.
technology could also help to instill the trust back in users.
Users should have full control over who has the right to use
their data and what they can do with it once they gain access.
To facilitate this peer-to-peer exchange of data and

consent, routing of requests, mechanisms for discovery and
recording of events, a decentralized network that is publicly

accessible, immutable and resistant to faults and tampering

IV. CONCLUSIONS

Email and password credentials are notoriously easy to
ack as can be witnessed in all the large-scale online
account hacking. Current online services rely blindly on

online providers to perform identity management and

authentication. There should be an ideal form of identity

management that only grants access to certain information
and eliminates the need for each online service provider to
store credentials for every client.

Blockchain can offer a solution by decentralizing the

ownership of credentials and offering a universally available
protocol for verifying one’s record in an immutable chain of

data. Blockchain can create a secure platform for online

Besides, this

is needed. Distributed ledger technology and Blockchain is
She revolution that makes this possible.
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allows customers to leverage cloud-based solutions to build,
host and use their own applications and smart contracts on
the blockchain. Cloud providers take over other necessary[i
tasks to keep the infrastructure operational. Undeniably, 2]
BaaS is aiding the blockchain adoption across businesses.
Companies such as IBM, Microsoft, or even google had [3]
started offering the cloud as a service business model based
on blockchain technology. (4]
Even though blockchain provides the technology to
resolve identity management glitches, some parties argued
that identity management has always been a business issug!
but not a technology problem [51]. Blockchain technology
does not resolve access management issues such as k
management problem that is inherent in server centric an 7]
federated identity environment. Another long-running
problem with identity is around the verification of user [g
identity, in which there is no one responsible and liable for
vetting data, the same problem where federated identity
projects have become stuck. The solution to this problem is[®]
probably to extend the notion of zero knowledge proof in
self-sovereign identity management. This leads to a
mechanism in which the prover demonstrates possession ofy
knowledge without conveying any information apart from
the fact that he or she possess the knowledge. [11]
Besides, enhancement of Ethereum and Hyperledger
blockchain is required which in turn could improve the [12]
performance of blockchain network. In real world
implementations, it will require an overhaul or at least a [13]
focused effort to integrate this technology with exiting
implementations of identity authentication to begin an initial

acceptance of this technology in the market. [14]
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