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Abstract— Digital evidence is content that must be protected against access and use by parties who should not have the authority to do
so. Some protection parameters for access to digital evidence must be implemented to ensure its integrity and authenticity. Access to
digital evidence is not enough to be facilitated only with authorization and authentication mechanisms but must also be facilitated with
other aspects of access by users according to their level of authority. One approach is to use the concept of access control. The study of
access control to digital evidence is essential. However, studies on this matter are still limited. Among the many access control models,
the application of access control based on attribute variations is a concept that can be applied to the context of access to digital evidence.
This paper discusses policy design and modeling using attribute-based access control (ABAC) with four attributes: subject, resource,
action, and environment. Then, it implements and tests various requests to the system based on attribute variations and possible
algorithms. This study supports the security of digital evidence storage systems through access control to the resources it manages using
the Policy Statement, Policy Modeling, Policy Implementation, and Policy Validation approaches. The application of the access control
design shows that the ABAC concept has been successfully applied as an access control solution for digital evidence stored in digital
evidence storage systems. The built policy design was successfully validated using ACPT Tools, concluding that there was no
inconsistency or incompleteness.
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storing evidence, recording contextual information on the
I. INTRODUCTION evidence, and controlling the accessibility [9], [10].

Digital evidence is a digital source that must be closely
guarded for access and use through an appropriate access
control mechanism. The centralization mechanism for digital
evidence storage is an essential issue in supporting digital
evidence control in line with the opinion of [11] and [12]

As a result of the development of electronic devices and
information technology, the digital age has raised another
problem in the form of cybercrime. Cybercrime is a criminal
activity carried out by utilizing electronic devices and the
availability of information technology as an instrument to ) ) .
support its activities [1]. The number of cases and losses about the importance of evidence storage mechanisms as part

caused by cybercrime activity has increased from year to year of e;v1denpe control mechanisms. Centralization will make it
[2]-[4] easier to implement access control schemes for resources.

One of the studies on evidence storage is done by [13].
However, this research only discusses solutions for secure
storage models for digital evidence. The paper does not
discuss the issue of how to secure access to evidence storage.
This paper has not further studied the issue of access control
for digital evidence storage. Likewise, other papers that
discuss current issues of digital forensics, such as in [14] and
[15], missed the point of access control for digital evidence
storage. This fact shows that studying access control for

A series of digital forensics stages support efforts to
disclose cybercrime cases through digital investigative
activities to obtain evidence relevant to the investigation case.
Digital forensics itself, according to [5] and [6], is an activity
based on scientific methods and the application of forensic
principles to digital evidence so that it becomes a support for
legal evidence and trials. The critical factor in a cybercrime
investigation process is related to evidence divided into
electronic and digital evidence [7], [8]. Based on the literature
review, there are three main problems relating to evidence:
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digital evidence storage as part of digital forensics is still not
a concern for researchers.

Regarding access control, accessibility can be implemented
in the physical environment through a permitting mechanism
to enter and leave the room and certain authorities attached to
each officer. Within the scope of digital evidence handling,
this issue can be approached by applying the access control
policy concept to the digital evidence stored. Based on the
literature review, the issue of access control for digital
evidence is an open problem in digital forensics [16], [17].
The access control of digital evidence is insufficient to be
handled only by the authentication and user authorization
mechanisms. Authentication, authorization, and access
control have different functions and objectives, even though
the implementation looks like a single process.

According to [18], authentication focuses on verifying user
identity claims. Authorization focuses on granting access
rights to resources. In contrast, access control focuses on
protecting the security of specific resources, a mechanism to
ensure that users do not act on certain things that do not follow
the general security policy. Access control protects the system
and resources from unauthorized access and determines the
authorization level after completing the authentication
procedure.

Previous research on the chain of custody for digital
evidence has developed a solution for digital evidence storage
through a system identified as the Digital Evidence Storage
Imaginary Cabinets system [7], [19]. The existing access
control in digital evidence storage is only an authentication
and authorization process for the username and password. In
contrast, the access control model offers a more complex
authentication and authorization process by applying policies
as access settings. Digital evidence storage contains the
technical dimensions of storage space and digital evidence
management and regulates access to systems and resources.
Building an access control policy concept suitable for digital
evidence accessibility is a research challenge that will be
explored in this paper.

Considering there is no scheme for access control models
in digital evidence storage, it is necessary to design a policy
and model of access control using the attribute-based access
control approach. The solution discussed in this paper to
overcome the problem of access control in digital evidence
storage cabinets is through the attribute-based access control
(ABAC) model as a new generation of access control
concepts. This concept has the flexibility of the design of
access control. It is also the development of existing access
controls such as discretionary access control (DAC),
mandatory access control (MAC), access control list (ACL),
and role-based access control (RBAC).

Here, we need to adopt a more flexible access control
approach that allows defining attributes for entities and
environmental conditions (e.g., time, location, etc.) and
specify access control policies based on those attributes [20].
For this reason, building an access control policy suitable for
digital evidence accessibility is a study that needs further
exploration. This research creates an attribute-based access
control model as an access control policy to provide access
rights for users with the authority to handle digital evidence
in digital evidence storage.
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In particular, the context of this research is on managing
digital evidence within the scope of law enforcement in
Indonesia. The existing regulations are still oriented towards
physical evidence and require a control mechanism for the
accessibility of physical evidence. Meanwhile, digital
evidence has different characteristics from physical evidence.
For this reason, the research results discussed in this paper can
be a solution to support the application of existing regulations
in the digital evidence environment.

In particular, the context of this research is on managing
digital evidence within the scope of law enforcement in
Indonesia. The existing regulations are still oriented towards
physical evidence and require a control mechanism for the
accessibility of physical evidence. Meanwhile, digital
evidence has different characteristics from physical evidence.
For this reason, the research results discussed in this paper can
be a solution to support the application of existing regulations
in the digital evidence environment.

II. MATERIAL AND METHOD

Access control is a mechanism to limit the operation or
action of a computer system to only legitimate users [21].
Meanwhile, access control has four main issues:
identification, authentication, authorization, and access
decisions. A brief explanation is as follows:

e Identification: identify the party responsible for the
access request. It can be a person or NPE (non-person
entity), such as a computer or application.

e  Authentication is confirming the truth of a piece of data
or an entity. User Authentication itself means
confirming user data that has previously been stored.

e  Authorization: this process determines what services are
allowed to be used by users whose identity is clear
(authenticated user).

e Access Decision: based on a combination of the three
aspects above, a decision is made on whether the request
is permitted or the system processes it.

The concept of access control primarily determines the
integrity and credibility of digital evidence applied to it.
Therefore, the mechanism for digital evidence protection that
supports the integrity, confidentiality, and authenticity of
digital evidence is essential. In this case, within a policy
scope, access control indicates whether a subject (i.e.,
process, computer, user, device) allows or not to operate (e.g.,
read, write, execute, delete, search) of an object (e.g.,
database, table, file, service, resource). Meanwhile 8% access
control is a mechanism that only authorizes legitimate users
to take advantage of existing data and resources.

The application of access control to digital evidence has
been suggested previously by Hsu and Lin [16] through a
model applying cryptographic techniques to the hierarchical
access control mechanism. In this case, a partial and complete
supervision mechanism is developed to describe the different
rights and functions of the investigator who directly handles
digital evidence and other law enforcers who exercise control
over the use of the evidence. The solutions provided in that
study focus on controlling and protecting access to digital
evidence by applying AES cryptography at different security
levels.



Furthermore, access control for a chain of custody is
similar to the access control issue for medical records in a
Healthcare Information System. In this case, [24], [25] it
provides a solution for the access control model for a
collaborative environment in medical records. The analogy
applied is a condition where several doctors from different
departments handling a patient can access a medical record.
This solution allows a record stored in a single database to be
shared with other parties as long as it matches its role in the
organization. The healthcare system is an excellent example
of a (distributed collaborative environment where
interventions such as doctors, administrators, and nurses
collaborate to provide care to patients more efficiently.
However, these systems pose new challenges regarding who
can access, collaborate, and share data and under what
conditions. Confidentiality, unauthorized access to medical
data, and collaborative processes are among the main
concerns that require adequate attention during all stages of
system development. Role-Based Access Control (RBAC) is
modified to support collaborative work with team and task
models. Medical Activity Dominance is defined as role
dominance in the RBAC model.

Security issues regarding digital evidence are generally
approached by the concept of a secure environment, both in
obtaining digital evidence or maintaining the integrity of the
digital evidence itself [13]. However, one of the critical issues
in the security of digital evidence is the issue of access control
of digital evidence stored in particular storage media. Another
proposed solution [13] is the concept of Block Proof as a

framework for verifying the authenticity and integrity of web
content.

Based on the literature review, the discussion around
access control of digital evidence is an open problem in digital
forensics. Some of the discussions include the requirements
needed when interacting with digital evidence, as presented
by [26] and [27], and the use of the Attribute-Based Access
Control (ABAC) model to explain access control policies and
XACML as an implementation of the policy language used as
a hierarchical access control model proposed by [16].
Furthermore, despite the different domains, several access
control solutions in the medical record/health record
submitted by [25], [28] can be used to build access control
solutions relevant to digital evidence.

The Extensible Access Control Modelling Language
(XACML) modeling language was developed to implement
the ABAC access control policy. XACML is an XML-based
access control policy language notable for supporting
attribute-based policies and used in multiple access control
products. XACML is a policy language capable of
constructing expressions from a series of policy access
controls so that it can explain: “who can do, what and when”.

Fig. 1 shows the stages of applying the access control
concept to digital evidence storage. This research uses UMU
Editor and ACPT as policy modeling tools. UMU Editor is
applied to develop Policy Modeling, while ACPT is applied
for Policy Validation. ACPT is a tool developed by NIST as
a proof of concept of policy testing issued by NIST

Y
(1) e : ; e : ; : A Digital Evidende
Policy Statement »| Policy Modeling »| Policy Implementation = Policy Validation —| Storage System
ABAC > XACML
s 1 4
(2) <> 3) > (4)
UMU Editor ACPT Result and Analysis

Fig. 1 The state of development of the Access Control Model

Based on the illustration in Fig. 1, the first step (1) is to
identify the policy statement applied to the digital evidence
storage system. Furthermore, (2) uses the ABAC approach
and UMU Editor tools to conduct policy modeling based on
agreed attributes. This modeling results from an XACML
output used as part of an access system for digital evidence
storage systems. After successfully implementing, the next
step (3) is to validate the policy statement using the ACPT
tools. The final step (4) is to analyze the results of the policy
statement development that has been made and the validation
results.

A. Policy Statement

The first step to building an Access Control Policy is to
prepare a policy statement suitable for the Digital Evidence
Storage system. Policy statements are designed based on the
central concept of ABAC: they do not permit the output of a
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direct relationship between subject and object, but permission
is granted through both attributes [20].

The scenario was designed using a digital evidence storage
system with the following:

o The main actors as subjects consist of the first
responder, examiner, officer, and external.

o There are two environmental attributes: Registered and
Non-Registered.

« Six action attributes: Upload, Create, Input, Download,
Delete, Validate.

« Nine resource attributes: Digital Evidence, Cabinet,
Rack, Bag, Data Evidence, Data Case,
Username/Password, Form CoC, and Signature.

Furthermore, the policy statement that will be applied to the
digital evidence storage system is as follows:



1) First Responder. This actor can log in to the system
when it fulfils the policy component. The subject contains the
work status identity relevant to the environment that the
system has determined in the form of IP address registration,
time access, and Mac address. Furthermore, if the subject and
environment are appropriate, the resources provided are
cabinet, rack, bag, digital evidence, and data evidence, with
actions such as create, upload, and input. After being declared
to fulfil all policies, this actor can access the system following
its function and role.

2) Examiner. This actor can log in to the storage system
when it meets the policy component. The subject contains the
job status identity relevant to the environment specified by the
system in the form of IP address registration, time access, and
Mac address. Furthermore, if the subject and environment are
appropriate, the resource given is data case and digital
evidence with actions in input and download. After being
declared to fulfil all policies, this actor can access the storage
system following their functions and roles.

3) Officer. This actor can log in to the storage system
when it meets the policy component. The subject contains the
job status identity relevant to the environment specified by the
system in the form of IP address registration, time access, and
Mac address. Furthermore, suppose the subject and
environment are appropriate. In that case, the given resources
are username, signature, cabinet, digital evidence, data
evidence, data case, and CoC form with actions such as create,
delete, validate, and download. After being declared to fulfill
all policies, this actor can access the storage system following
their functions and roles.

4) External. This actor can log in to the storage system
when it meets the policy component. The subject contains the
job status identity relevant to the environment specified by the
system in the form of IP address registration, time access, and
Mac address. Furthermore, if the subject and environment are
appropriate, the resource provided is digital evidence and the
Chain of Custody form, with action in the form of downloads.
After being declared able to fulfill all policies, this actor can
access the storage system following their functions and role.

B. Attribute-Based Access Control (ABAC)

The next step is to translate the policy statement into a rule.
Policy and rules have a significant role in designing attribute-
based access control. Policy and rules will map every attribute
in the access control element. In this case, the attribute will
function as a policy rule when the request is made. Tables 1-
4 list the design rules for the attributes used in the digital
evidence storage imaginary cabinets system. Based on Table
1, Table 2, Table 3, and Table 4, 18 rules for attribute mapping
will function as policy rules when the request is made.

TABLEI

THE RULES FOR THE FIRST RESPONDER FOR ACCESS TO THE DIGITAL
EVIDENCE STORAGE SYSTEM

Resource Actions Environment Decision

Cabinet Create Registered Permit
Environment
Non-Registered Deny
Environment

Rack Create Registered Permit

Environment

Resource Actions Environment Decision
Non-Registered Deny
Environment
Bag Create Registered Permit
Environment
Non-Registered Deny
Environment
Digital Upload Registered Permit
Evidence Environment
Non-Registered Deny
Environment
Data Input Registered Permit
Evidence Environment
Non-Registered Deny
Environment
TABLE II
THE RULES FOR EXAMINERS FOR ACCESS TO A DIGITAL EVIDENCE STORAGE
SYSTEM
Resource Actions Environment Decision
Username Create Registered Permit
Environment
Non-Registered Deny
Environment
Password Create Registered Permit
Environment
Create Non-Registered Deny
Environment
Signature Create Registered Permit
Environment
Non-Registered Deny
Environment
Digital Delete Registered Permit
Evidence Environment
Non-Registered Deny
Environment
Digital Validate Registered Permit
Evidence Environment
Non-Registered Deny
Environment
Data Validate Registered Permit
Evidence Environment
Non-Registered Deny
Environment
Data Case Validate Registered Permit
Environment
Non-Registered Deny
Environment
Form CoC Create Registered Permit
Environment
Non-Registered Deny
Environment
Form CoC Download Registered Permit
Environment
Non-Registered Deny
Environment
TABLE I
THE RULES FOR OFFICERS FOR ACCESS TO A DIGITAL EVIDENCE STORAGE
SYSTEM
Resource Actions Environment Decision
Data Case Input Registered Permit
Environment
Non-Registered  Deny
Environment
Digital Download Registered Permit
Evidence Environment
Download Non-Registered ~ Deny
Environment




TABLE IV
THE RULES FOR EXTERNAL ACCESS TO A DIGITAL EVIDENCE STORAGE
SYSTEM

Resource Actions Environment Decision
Registered Permit
Environment

Form CoC Download .
Non-Registered Deny
Environment
Registered Permit

Digital Environment

: Download .

Evidence Non-Registered  Deny

Environment

An ABAC policy represents a function that determines
whether an access request is allowed based on the given
attribute value. Formally an ABAC policy will contain a triple
(X, Y, F). Where:

e X is the finite set of attributes with domain D1 ... Dn
e Y is the finite set of access control decisions (for
example, permit, deny, undefined)

e F:=DI1xD2x.. Dn= Y; access control function

Based on the information in Table I, then:

D1 = The set of attributes = {First Responder, Examiner,
for the subject Officer, External }

D2 = Thesetofattributes =  {Registered, non-registered}
for the environment

D3 = The set of attributes = {Upload, Create, Input,
for the actions Download, Delete, Validate}

D4 = The set of attributes = {Digital Evidence, Cabinet,

Rack, Bag, Data Evidence,
Data Case,
Username/Password, Form
CoC, Signature}

for the resource

So, the formal notation for the ABAC rule in the Digital
Evidence Storage Imaginary Cabinets System is:

F = (The set of Subject Attribute) x (The set
of environment Attribute) x (The set of
Action Attribute) x (The set of Resource
Attribute) = Y (Permit, Deny)

The meaning of that notation is subject; if it meets the required
environment, the subject will be permitted to perform specific
actions on a particular resource. If the environmental
conditions are not met, or the act on a resource is unjustified,
the status is Deny.

The ABAC design details the policy statement as the basis
for access control for each Digital Evidence Storage System
user. In this case, the ABAC in the Digital Evidence Storage
System is analogous to a login process in which the
authentication process is through the policy rules embedded
in the actor as the subject and the application as an object. The
concept of access control must be able to identify each
characteristic of users who access the application. The
identification is based on the policy rules made and stored as
XACML structures.

C. Policy Implementation

After the ABAC design in the system of Digital Evidence
Storage is made, the next step is to prepare the
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implementation scheme through the access control
implementation prototype model. Fig. 2 shows an overview
of the previously designed access control implementation.
The next important step is to apply the access control
policy architecture to the XACML structure with the system
architecture in Fig. 3. In Fig. 3; it is explained that the
XACML model will contain two main entities, namely Policy
Enforcement Point (PEP) and Policy Decision Point (PDP).
PEP is the primary entity that will protect the resource. PEP
will accept access requests and forward them to PDP.
Furthermore, PDP will make decisions according to the
information contained in the request in the XACML context.
Each request defines the subject, environment, action, and
resource, which are summarized into a set of attributes.

ji LIPEID

» Login >

Actor

Access Request
Verification ———— 3
Resource
Verification ———|  Access Control
Attribute Verification————|

Permit

Fig. 2 The Overview of Access Control Implementation
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Fig. 3 XACML Policy Data Flow Model

The XACML of Digital Evidence Storage Imaginary
Cabinets System, a data flow model, is a logical description
of processing an access request. Policy Enforcement Point
(PEP), when an access request is made, the initial executor,
will provide a request to the Policy Decision Point (PDP) to
decide on the request for action. Furthermore, the Policy
Information Point (PIP) contains four attributes: subject,
resource, actions, and environment. In this case, the Policy
Decision Point (PDP) has a function to evaluate XACML
policies in the Policy Administration Point (PAP) and
functions to manage XACML policies.



The implementation of XACML in the Digital Evidence
Storage system includes XACML output in two parts of the
program in the subject and environment for the authorization
and user validation processes and the central part of program
services for access to resources and actions. Only users who
meet all the rules can access the system and use the resources
and actions that match its rules. The result is a Digital
Evidence Storage system report for user login failures due to
inappropriate subjects and environment. In contrast, a
successful login activity will be part of the access record in
the generated chain of custody form.

III. RESULT AND DISCUSSION

ABAC is flexible and can accommodate various attributes
relevant to policy statements designed for specific needs.
However, the complexity of the applied policies allows the
emergence of conditions of inconsistency and
incompleteness. This condition occurs when the user should
have permissions in the form of a permit, but the evaluation
output produces a value in the form of denial, and vice versa.
From the aspect of computer security, in the opinion of [21],
[30], attacks against the system occur because of
inconsistencies in the implementation of access control.

The tool used for policy validation in this study is the
NIST-developed ACPT. The policy statements and rules as
contained in Table 1-4, then translated into the ACPT system.
Among the validation algorithm combinations provided by
ACPT are the following:

o First applicable, the condition where the policy
statement has been compiled and provides the final
permit value will be prioritized to be executed.

e Deny overrides, which is a condition if there is a
combination of a policy statement such that if there is a
decision between a permit and deny, then a decision is
preferred.

e Permit override is the opposite of deny overrides, a
combination of policy statements such that if there is a
final decision on the permit, then the final value of the
permit takes precedence.

A simple policy validation test uses a combination of the
first applicable algorithm, deny override and permit override,
each carried out 30 times testing according to the minimum
number of samples for large populations. This test ensures the
prepared policy statement is protected from inconsistency and
incompleteness. In each algorithm test, ACPT tools will
produce 60 different attribute value combinations in this case.
The value of 60 is a standard setup of the 2011 version of
ACPT used in this study. Table 5 is a summary of the outputs
from the ACPT test results.

Based on the result data, then by referring to the definition
of inconsistency and incompleteness, the following facts are
obtained:

« No output is found with the condition that there are two
or more combinations of rules (subject, environment,
action, resource) = (Permit, Deny), which gives a
different final value. Thus, inconsistency is a condition
where two rules give contradictory results, and it turns
out that it is not fulfilled.

o There are no outputs with combinations that have not
been defined before. Thus, the condition of
incompleteness, namely the existence of conditions
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where there are rules that have not been accommodated
in a set of rules that have been previously defined, is not
fulfilled.

Under these conditions, the policy statement to be applied
to the Digital Evidence Storage system matches the expected
access control policy. Testing about inconsistency and
incompleteness for the ABAC access control policy
conducted in this study is still straightforward. Testing is only
based on a simple combination of existing algorithms using
ACPT tools (released in 2011). The overall results of the
simulation output mapping show that not all attribute
combinations appear.

TABLE V
SUMMARY OF ACPT RESULT OUTPUT

No First Applicable Deny Override Permit Override
T:ial Permits Deny  Permits Deny Permit Deny
1 3 57 2 58 3 57
2 2 58 3 57 2 58
3 2 58 2 58 1 59
4 4 56 1 59 2 58
5 2 58 2 58 2 58
6 2 58 2 58 3 57
7 2 58 2 58 3 57
8 3 57 4 56 3 57
9 3 57 2 58 3 57
10 2 58 3 57 2 58
11 1 59 1 59 1 59
12 1 59 3 57 1 59
13 2 58 2 58 4 56
14 4 56 2 58 3 57
15 2 58 1 59 2 58
16 2 58 4 56 1 59
17 3 57 3 57 2 58
18 3 57 2 58 1 59
19 3 57 2 58 2 58
20 3 57 3 57 2 58
21 1 59 2 58 4 56
22 1 59 2 58 1 59
23 3 57 1 59 2 58
24 2 58 3 57 1 59
25 2 58 1 59 3 57
26 1 59 1 59 1 59
27 4 56 2 58 1 59
28 2 58 2 58 5 55
29 2 58 2 58 1 59
30 2 58 3 57 2 58

Thus, the conclusion about inconsistency and

incompleteness of the policy statement is based on the output
produced by the ACPT in this study. Originally, ACPT was a
tool for the proof of concept of policy testing and is a
research-based tool. ACPT then changed to Commercial
Security Policy Tools (SPC) with more complex algorithmic
combination capabilities in its development.

One of the preliminary studies on applying access control
in the scope of digital evidence refers to his research [16]
through a model of applying cryptographic techniques to the
hierarchical access control mechanism. In this case, [16] a
partial and complete supervision mechanism was developed
to describe the different rights and functions of investigators
who directly handle digital evidence and other law enforcers
who exercise supervisory control over the use of such
evidence. The solution is more focused on efforts to control
and protect access to digital evidence by applying AES
cryptography at different security levels.



In principle, the concept of access control from [16] gives
public-private keys and signatures to each user that is
different according to their authority so that only those with
the authority can access digital evidence. This solution is an
extension of user authorization techniques. Digital evidence
is protected by applying cryptographic techniques to the
digital evidence itself. Then, each user with the authority will
have their public /private key and signature to open and access
extension of user authorization techniques through the
provision of public/private keys and signatures that differ
according to the level of the user. This aligns with the opinion
that access control is a mechanism that only authorizes
legitimate users to take advantage of existing data and
resources.

This is different from the concept of access control in a
digital evidence storage system through the ABAC approach.
ABAC views access not only in obtaining digital evidence but
also in actions against digital evidence. By applying a
combination of rules (subject, environment, action, resource)
= (Permit, Deny), the concept of access control is more
flexible but still controlled. The main strength of ABAC is in
the design of policies that provide different actions for each
protected resource. This is not found in the solutions provided
by [16].

The concept of access control developed in this study is in
line with the opinion of [32], which states that access control
shows whether a subject (i.¢e., process, computer, user, device)
allows or not to operate (i.e., read, write, execute, delete,
search) on an object (i.e., database, table, file, service,
resource). The difference between the concept of access
control applied to the digital proof environment as proposed
[16] and the ABAC access control concept applied to the
Digital Evidence Storage Imaginary Cabinets system is
presented in Table 6.

The access control approach in this research illustrates that
access to important content and digital evidence must
consider many aspects. This concept generally applies to
access to all critical objects stored in a storage medium. The
solution provided through the combination of attributes in
ABAC using subject, resource, action, and environment
produces certain decisions that are the basis for granting
authorization access to digital evidence storage systems.

According to [23], it has several better features than
models in the previous generation as a new generation of
access control models. Based on the prototype ABAC
implementation on a digital evidence storage system, we
obtain several more comprehensive explanations about
ABAC, that are:

e ABAC allows access control to be granted by
combining several attributes from authorization
elements such as subject, resource, action, and
environment into one access control decision. This
technique also allows the broadest possible scope of
subjects to access the broadest possible range of
resources without any individual relationship between
each subject and each resource.

o ABAC facilitates collaborative policy administration
within a large organization or between different
organizations. Policymakers can compile individual
policies from various departments or different
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organizations. In a large corporation, different
departments can manage policy authorization elements.
o ABAC facilitates decoupling access control of the
business logic of a particular application. This will
cause an increase in the dynamic nature of access
control. If the access control decision is separate from
the application code, changes to the access control
policy will cause minimal modifications to the
application code.
Furthermore, ABAC is compatible with previous
traditional access control concepts such as DAC, MAC, ACL
and RBAC.

TABLE VI
COMPARISON OF ACCESS CONTROL CONCEPT
No Component Hsu and Lin ABAC
1 Object Encrypted Digital evidence
Digital Evidence stored in Digital
Evidence Storage
2 Subject The subject has The subject requests
a private/public ~ an Object.
key and

signature to
access digital

evidence.

3 Decision If the keys The decision is made
match, then the through an
subject can evaluation

access digital
evidence.

mechanism for (a)
rules, (b) subject
attributes, (c) object
attributes, and (d)

environmental
conditions.
4 Output Can be opened Deny or permit
or not the access to the object
encryption key
from digital
evidence

IV. CONCLUSION

ABAC is an access control method where subjects can only
make requests to carry out operations on objects based on the
attributes embedded in the subject, object, environmental
conditions, and the collection of policies included in the
attributes and conditions. The authorization element is
defined in the terminology attribute in the ABAC system. The
attribute is a characteristic previously defined by the entity
authorized to define policy.

In this study, the ABAC concept has been successfully
applied as an access control solution for digital evidence
stored in digital evidence storage systems. The built policy
design was successfully validated using ACPT Tools,
concluding that there was no inconsistency or incompleteness.
It can be concluded that the design for the case on the system
used as a prototype follows the needs of the access control
policy. The design of the access control policy can be
developed by expanding the scope of the flow model of digital
evidence access. The more parties involved in accessing
digital evidence, the more complex the access control policy
will be, and the more a broader validation mechanism will be
required.
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