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Abstract— to date, the Internet becomes one of the technologies that is rapidly evolving and changing. It has become trending over the 
world. The Internet of Thing is a mechanism composed of devices, sensors, networks, cloud storage, and application. Each device able 
to communicate with another device over the Internet to share the information and accomplished some objectives. IoT is known as 
one of the new future technologies and were gaining attention from various fields over the countries. Malaysia is one of the countries 
in the planning stage to increase the development of IoT, which is equivalent to other countries with the emerging IoT applications 
development. However, it was not easy to develop IoT devices due to some issues and challenges in implementing IOT devices. This 
paper addresses the major concern and challenges in IOT and the solution how to overcome these issues. The future trends and 
applications of IoT were also briefly discussed in this paper for gaining more in-depth knowledge about the IOT technology. 

 
Keywords: internet of things; IoT;  implementation; challenges; Malaysia. 
 
 

I. INTRODUCTION 

To date, there are a lot of intelligent tools that available in 
the market and have directly linked to the Internet. The 
numbers of the devices keep increasing aligned with 
technologies changes. Smart devices are collectively part of 
the ecosystem that represents the digital revolution in the 
Internet of Things (IoT) [1]. IoT means, a connecting device 
that allows the communication occurs with the other devices 
and then the data will be captured and converted into 
valuable and meaningful information [1]–[5]. IoT primarily 
combined with technologies such as RFID, remote wireless 
communication, real-time localization, and sensor networks. 
Smart-phones, tablets, laptops are smart devices and 
technologies which are also considered as a component in 
the Internet of Things [6]. With IoT technologies, it can 
involve as many as connecting devices to facilitate the report 
in order to record the identity and location through wired or 
wireless communications [7]. Fig. 1 shows the descriptions 
about the Internet of Things [6]. According to respective 
figure, the Internet of Things is classified by anyone and 
anybody that attached with technologies, any services, and 
any business. It uses the multiple technologies to run their 
business — any path and any network to reach to any 
destinations as fast as possible, any place and anywhere to 

access or to use the technologies and also anything, any 
devices that available and have embedded with an intelligent 
system. All of these can be combined and produced one of 
the Internet of thing to reach and communicates with the 
people.  
 

 
Fig. 1 Definitions The Internet of Things 

 
The development of IOT steal attention and being 

recognized as innovative future technologies that were 
gaining interest from various fields over the countries [8]. 
Malaysia is not excluded from being one of the Southeast 
Asian countries that have the infrastructure required for IoT 
acceptance. Malaysian government launches IOT usage 
nationally by 2015. According to (National Internet of 

2641



Things Strategic Roadmap, 2014) Malaysia has a strategic 
and structural background that applicable for the 
development of IOT and be a factor point to support and 
drive the IOT in the domestic market. Malaysia has been 
ranked as the leading digital economy among developing 
countries which ranks 4th for the Online Services Index at 
the United Nations E-Government Commission 2015. 

A few factors are encouraging IoT development in 
Malaysia. The impact of the Internet of Things until the year 
2025 is shown in Fig. 2. Mobile device penetration in 
Malaysia is beyond 150 percent and increase to 280 percent 
in 2025 due to the increasing number of mobile users 
nowadays. While 137 percent of Malaysians are Internet 
users and are expected that there will be increased 
exponentially to 190 percent in 2025, relatively this is 
because active online behavior where beyond 59 percent of 
Malaysian Internet users download mobile apps compared to 
the Southeast Asian average at 67 percent [9]. Broadband 
penetration in Malaysia is almost 100 percent and expected 
increase to 170 percent in 2025 due to the increasing number 
of broadband subscriber among the user. According to One 
Device research, Mobile Malaysia, Ahead of the Pack, 
annually Malaysians spend an average of US$2,000 on 
online purchases [10]. In another hand, close to one in every 
two Malaysians are active in social networking and lead to 
75 percent social networking penetrations. Generally, with 
the increasing use of mobile devices and wider penetration 
of the Internet, Malaysia will become fertile ground for IOT 
implementation [11].  
 

 
Fig. 2 Impact of Internet of Things 

 
Kevin Ashton is the co-founder, and he was given the 

name of “Internet of Things.” He is an Executive Director of 
MIT’s Auto-ID laboratory in the 1999 [1], [2], [8], [9], [12]–
[14], [15], [16]. The world has deployed about 5 billion 
“smart” connected things. Gartner, the world's well-known 
research and consultative company, predicts that 8.5 billion 
connecting devices had been used worldwide by 2017. The 
percentage was increased by 32 percent from 2016 and 
expected will up to 20.9 billion by 2020 [17]. 

The Internet has gone through many different phases as 
accomplished by web evolution. The usages now are the 
more profound outcome for the society and business rather 
than the previous phase, which is more to individual ease. 
The World Wide Web and the Internet are two separate 
things, but both are related to each other. As well, the 
increased use of RFID, are providing opportunities to realize 
the Internet of Things. It also driven by market pulls, as the 
company is increasingly aware of the commercial benefits of 
applications that can be realized with the Internet Things 

technology [18]. The evolution of cell phone usage also a 
significant factor in the evolution of the Internet of Things 
[19] driven by the need to communicate anywhere and at 
any time. 

In the 1990s, the numbers of Internet connectivity were 
increased among business sectors and markets. However, 
due to slow network performance, it becomes limited used 
of the Internet devices. In the 2000s, Internet connectivity 
starting became attention for various user applications and 
were expected to be a part of the industry to access any 
information [20]. However, the connecting devices are still 
required human monitoring and interaction in order to 
maximize the applications. As shown in Fig. 3, the details 
information was stated regarding the evolution of the 
Internet in becoming the Internet of Things. 

 

 
Fig. 3 Evolution of the Internet 

 
In recent years, many surveys were published to highlight 

the growth of research activities in the IOT technology 
development in each sector over the world. A few types of 
research have been made to relate and compare the previous 
works. The survey conducted in [21], the authors reviews the 
current study on IOT from the industrial point of view. Then, 
the research challenges and future trends associated with 
IOT technology were analyzed in the paper same as a vision 
in [14]. However, the paper was limited, which only 
concentrate on IoT applications in industrial, and highlights 
the challenges in the industrial sector without discussing the 
solution to IOT industry market to improve and overcome 
the encountered challenges. 

The guideline and framework for product development 
and research that recognizes the context in IoT standards are 
studied [22]. A standardized review of current IoT invention 
exists in the marketplace and point out some of the 
important potential guidelines and trends to develop IoT 
[23]. However, the paper only discusses the IoT solution and 
neglect to address the issue and challenges in IoT 
implementation. 

Besides that, the study of IoT entry in ICT market sector 
has classified into five categories, which are smart wearable 
that commonly used to monitor human health such as 
calories, heartbeats, and walking steps. The second category 
is smart home, which we can monitor, and control the house 
from the website or mobile phone. Thirdly is a smart city. 
The cities area can communicate with each other using the 
sensor devices, intelligent camera and so on. Fourthly, a 
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smart environment where we can monitor the environment 
through the internet and lastly is smart enterprise [24]. The 
author briefly described and analyzed the useful and 
functionalities each application and provide the solution 
towards the respective sectors. However, the review paper 
only focuses on the IOT solution to the few IoT applications 
and neglects other marketplace products in other sectors 
such as IoT in logistic, healthcare, transportation and more. 

Research in "Recent Trends in the Internet Article" [11] 
has been presented a summary of the different trends of IoT 
and describes the impact of IoT technology on our daily 
lives. It also discusses the importance of artificial 
intelligence and the significant usage of cloud computing in 
“Internet of Things.” Next, it concludes with the needs of 
synchronization of the Internet, wireless sensors and 
distributed computing technology to enable successful IoT 
same as in [17].  

This paper reviews the recent development and usage of 
IOT. Also, it will discuss the benefits of the Internet of 
Things from user perspectives and the current applications 
and implementation of IoT in a few sectors such as 
healthcare, transportation, agriculture, and academia. Then, 
the issues and challenges are discussed to describe threaten 
in IoT development in Malaysia, and lastly, this paper 
analyzes the future directions implementation of IoT in 
Malaysia. In order to achieve this paper’s objective, 
comprehensive reviews were performed. 

II. MATERIAL AND METHOD  

Currently, there are plentiful of devices that link to the 
Internet such as robots, drones, and sensors. These kind of 
devices are mainly part of an ecosystem that represents 
today digital revolution, the IoT [25]. This ecosystem is 
composed of devices, sensors, networks, cloud storage, and 
applications, which are running altogether to help 
organizations to improve their strategic positioning 
proactively and effectively [26]. 

Architectures are necessary to represent the structure and 
organize the IoT that allows them to function effectively 
[27]. Fig. 4 shows the architecture of the Internet of Things 
[8]. 

 

 
Fig. 4 Architecture of the Internet of Things [8] 

A. Sensing Layer (Hardware) 

Sensing layer can be defined as the combinations of the 
wireless sensor device, embedded systems, RFID readers 
and other sensors that are implemented in different forms. 
The hardware support identification and storage of the 
information, the collection of information from the sensor 
network, communication, and control of information 
processing are the key elements used in the sensor field. 

B. Networking and Communication 

The primary function of the network layer is to associate 
everything together and enabling them to distribute all the 
status including the information, evidence, material and 
sending it to the other connected things [28]. This layer is 

the first level of data management in IoT. The functions of 
the network layer include routing information, publishing, 
subscribing and also executes cross-platform to establishes 
the communication if needed. This network layer can 
compute and generate information from existing IT 
application [29]. Also, it must be able to dynamically change 
the network to detect and map out something over the 
network automatically. For designing network layer in IoT, 
it needs to be more focuses on the issues such as power 
consumption, network management, energy efficiency, 
quality of service (QoS), data retrieval, data processing and 
issues that need to be emphasized is the security and privacy 
on the network. 

C. Service Layer 

The service layer is responsible for device and 
information management. This layer also addresses issues 
such as data filtering, information discovery, integration 
services, service parts and controls access to the IoT 
technology. 

D. Interface Layer 

The interface layer is in charge of delivering multiple 
applications to different users and different sectors involving 
IOT technology. The applications are from different vertical 
industries such as manufacturing, logistics, healthcare, 
agriculture, automotive and many other sectors. With the 
enhancement of RFID technology, many growing 
applications will be under the term "Internet of Things”. 

Each of the IoT devices has their advantages that 
contribute to our life such as it can help individuals, 
businesses, enterprise, and communities nowadays. For 
individuals, this new concept may come in various fields of 
sectors including health, safety, business, and everyday 
activities [30]. Some of the IoT effects and how they affect 
our lifestyle is efficiency, cost saving, and better decision-
making. 

Efficiency in the Internet of Things is when it can 
facilitate communication between various types of devices 
or in the other word known as Machine-to-Machine (M2M) 
communication [31]. It is connected to physical devices, 
enabling communication with people and let them know 
about their condition and location. For example in the 
logistics sector, the used of trucks or vessels can 
communicate with other devices and people in order to 
handle the supplied data [32]. These combinations can 
optimum the income by reducing the cost of inefficiency in 
business thus making work more accessible and more 
effective. 

IOT also function as a technology that able to reduce the 
cost on household needs. With this technology, it could take 
place the use of the workforce that is in charge of monitoring 
and managing the supplies. [33]. For instances, if the 
appliances can communicate with each other, they can 
cooperate efficiently and effectively without the need for the 
workforce. Additionally, IoT can help people with their 
daily plans. Devices that communicate with each other will 
collect the data, share, and then convert the data into useful 
information of the current system. The application could be 
more efficient and also can save energy of the devices [34]. 
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Another advantage of IoT to the human is, it capable of 
helping people in making decisions. Connecting devices can 
make decisions wisely without human guidance and 
automatically can reduce energy. The huge capacities of data 
retrieved from any types of sensors devices can be added to 
the storage of big data to inform strategic and operational 
decision making. If the device analyzes larger trends from 
empirical data [34], then smarter, the decision can be made. 
Development of IoT technology in Malaysia promises 
numerous benefits to the public such as increasing economic 
efficiency and productivity through the automation and 
prescription of activities. Then, by developing IoT also able 
to reduce risks of the environment through real-time sensing 
and providing information [35]. Next, Internet of Things is 
able for facilitating the Government in developing better 
infrastructure in utility planning monitoring and 
management through data augmentation. Last but not least, 
IOT will be able to enhance knowledge by enabling people 
to understand and monitor previously inaccessible domains 
through the availability and visibility of information [36] in 
every aspect over the world. 

III.  RESULTS AND DISCUSSION 

Across the world, the majority of countries are 
envisioning smart city initiatives that focus on energy, water, 
transportation, buildings and government [37]. Eighty-four 
percent of the initiatives are led by five countries including 
the United States, European countries, Japan, China, and 
Korea. Other countries including India, Australia, South 
Africa, Canada, and Singapore are also now moving towards 
building digital and connected infrastructures [24]. By the 
end of this decade, billions of things will become smarter 
and smarter and will significantly improve the way of life.  

A. Implementations Internet of Things in Malaysia 

Malaysia is not excluded from being one of the Southeast 
Asian countries that have the infrastructure required for IoT 
acceptance. The Malaysian government even launches IoT 
usage nationally by 2015. However, there are some 
challenges to IOT for a massive departure in Malaysia. For 
Malaysia, there are also strategies related activities and 
initiatives to the development of IoT devices connected to 
the other countries that emerged in the development of IoT. 
With the intelligent of IOT, everyone and everything can be 
directly connected at all times, receive and process 
information in real-time. The result will be a new way of 
making decisions [38] and supported by the availability of 
meaningful information.  

1) Vision and Mission: The vision and mission are 
formulated to afford a clear strategy throughout the 
implementation and development of IoT in Malaysia. It 
serves as a guide and declaration of purpose for Malaysia to 
work in a synergistic manner that will lead to be the Premier 
Regional IOT Development Hub and make IOT a new 
source of growth. Automatically, this technology can 
provide job opportunities and be the catalyst and energizer 
for all stakeholders. According to National Roadmap 2014, 
the vision of IoT development in Malaysia is going to be the 
Premier Regional IOT Development Hub. The mission is to 
create a national ecosystem. It is to establish the 

industrialization of IOT where technology proliferation 
being part of the new source in economic growth. The 
mission consists of the following elements: 

• Develop and maintain a competitive IoT industry in the 
world with capabilities, innovations, and values that 
exceed regional competitors. 

• Enables strategic cooperation and maintaining productive 
partnerships. 

• Facilitate the industry in developing and deploying IoT 
technology that is cost-effective. 

• Attract, build and maintain leading skills in IOT 
technology and improve small and medium enterprises to 
the next level in IOT space. 

• Strengthen the industry’s ability to maintain robust 
economic performance. 

All the elements need to be refined so that, the 
implementation could be effective manners without wastage 
of resources. Several sectors have been slowly developed 
and implemented Internet of Things. Logistics, healthcare, 
automotive and agriculture are the example of sectors that 
grow the development of connected device in intend to build 
efficient and robust work [39]. The objective to encourage 
the development of IOT in Malaysia is to provide a better 
quality of life by utilizing ICT applications. Healthcare, 
transportation, agriculture, and academia are the target 
sectors to implement IoT. 

2) Healthcare: There is a large number of IoT 
applications adopt in the healthcare sector. In healthy and 
wellness, they use this application for a better quality of life 
and also contribute to a healthier lifestyle [40]. For example, 
each patient will have a smart medical sensor to monitor the 
body parameter such as body temperature, blood pressure, 
breathing and more. There are also other sensors such as 
wearable sensors. This sensor can be categories that can 
gather data by monitoring patient activity through their 
lifestyle and their environment [41]. While Malaysia goals in 
the healthcare sector are to promote healthy living and 
wellness assisted by digital lifestyle services through 
enhanced health service availability everywhere and anytime. 

3) Transportation: At every transport layer, IOT provides 
better two-way communication, control, and data 
distribution. These applications include personal vehicles 
such as the car, commercial vehicles like trains, UAVs and 
other equipment [42]. IoT technologies cover the whole 
system of transport elements start with traffic control, 
parking, fuel consumption, and more. Malaysia's objective in 
the transportation sector is one of the top five in Asia Pacific 
container and container trails. Also, Malaysia also seeks the 
chance to enhance trade facilities and enhance Malaysia's 
competitive advantage regarding supply chain management 
practices. Suggested applications include E-parking, taxi 
reservations, bus transportation information, and finally yet 
importantly travel and train information tips with real-time 
information for easy traveling. 

4) Agriculture: While in agriculture, IoT technologies are 
required for managing agricultural and animals farming. IoT 
also used for monitoring and tracking their movement 
regularly. Example of IoT application is real-time tracking 
of animals, especially during the diseases that can affect the 
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animals. Therefore, the existence of system identification, 
the diseases from the animals can be controlled and 
prevented [43]. Malaysia's target in the agriculture sector is 
to an emphasis on food ability by strengthening Malaysia's 
reputation for food quality and as a Halal hub. 

5) Academic: In academic sectors, Malaysia plans to 
develop and distribute new techniques, reference data, and 
materials, testing methods, other infrastructure, and 
technology services required by the IOT industry of 
Malaysia to keep going its competitiveness. Today, Malaysia 
is headed and realized a new learning method that suggests 
the use of open learning called Massive Open Online Course 
(MOOC). This learning method allows all of the community 
access the open learning source anytime and anywhere 
besides can share knowledge within each other. The 
objective of Malaysia in the academic sector is to create a 
conducive learning environment and to foster lifelong 
learning.  

IOT is aggressively developing over the world. The real 
value of IoT is achieved through the integration of things 
and knowledge in decision-making will be incorporated into 
the business the personal environment and our society. 
Despite acknowledging the high potentials of IOT, 
numerous challenges need to be issued. Every country that 
had starts IOT deployment facing the issues and challenges 
to maintain the operability of IOT. Malaysia also disguises 
the same issues to realize IOT development. A few main 
issues were briefly described. The main challenge for the 
construction of IoT technology in Malaysia is the integration 
of various network technologies in public IP networks to 
ensure scalable and reliable network communication [44]. 
With the increase of IoT technology deployment, each sector 
required to consider their networking elements to ensure the 
efficient data transmission between the wired and wireless 
networks. IOT relies on connectivity and reliability to 
communicate for Future Internet architecture [45].  

B. Security and Privacy in Data Transaction. 

Security is becoming big issues that need to consider in 
the deployment of IoT technology [46]–[53]. For companies 
that have started on an IOT Strategy Plan are facing 
concerns over security and privacy methods and 
management of the data  [51]–[57]. IoT needs to ensure 
privacy, security, authority, integrity and user confidentiality 
of the data information. All of the IOT technologies need to 
deal with the authorization, authentication and access 
control. Also, guidelines and policies in defining the 
ownership of information, privacy, and security must be 
implemented to gain market confidence and safeguard 
national dignity [61]–[63]. 

C. Implementation Difficulties and Ease of Use Issues  

IOT will grow from time to time with the new usage, new 
requirements, and new technologies. IoT is growing in many 
different sectors, with the development of significant 
technologies, it competing for each other to become the 
leader in the respective field [64]. This will effect technical 
hitches and requires additional hardware and software for 
connecting the devices. There is also a gap in building a 
product that can work well with other devices, and standard 
setting. 

Therefore, ensure interoperability and connectivity of 
heterogeneous technologies is very important for the 
successful launch IOT in Malaysia. Through this mechanism, 
a collaborative platform to develop IoT solutions can be 
formulated based on the improvement of life regarding 
safety, comfort, and quality in general [65]. This will be one 
focus for Malaysia as the Premier Regional IOT 
Development Hub. 

D. Adoption and Adaption 

Due to the growing development of IOT, IOT will be a 
platform for inclusiveness which “Internet for Everyone” 
where everyone in the community can participate equally 
and contribute to social and economic IOT development. 
However, in rural communities, there might be phobia to 
technology and slow usage either the mobile phone or the 
internet usage. It was about the readiness of the community 
to accept the Internet of Things in their life [63], [64]. They 
also need to adapt to how these technologies will affect their 
lives. 

E. Governance Policies 

Therefore, the role of the Government in the development 
of the IoT industry is significant and meaningful. The 
government should give local players the opportunity to 
participate actively in IoT and use technology to 
revolutionize their business and automatically accelerate the 
distribution of IoT in Malaysia. Among the initiatives that 
can be taken is to provide funds to inculcate and incentivize 
them to remain eager to realize the country's goals and 
become one of the developing countries with IoT technology 
development [69]. 

F. High Cost of IOT Deployments  

Implementing the IOT can be expensive. Starting with all 
of the hardware required software and cost for network 
infrastructure. It does not include the cost after developing 
devices, cost for implementation and maintenance that are 
needed to ensure the interoperability of the devices [70]. 
Malaysia relies on the access planning of IoT devices with a 
centralized cloud-based business model [71]. This method 
results in many years of expenditures or maybe even decades 
without profit. 

All the challenges in the implementation of Internet of 
Things need to take the severe action to realize Malaysia’s 
objective to be a developing IOT technology to equivalent 
with other countries.  

To capitalize on the huge potential of IoT, Malaysia needs 
to embed success factors and a proper execution plan. The 
following list briefly highlights recommendations to realize 
IOT in Malaysia: 

1) Financial and Incentives: Cost is major obstacle to 
small and medium-sized businesses in realizing IOT usage 
in field ICT [34].Therefore, it is recommended that the 
Government provide a financial or special fund to motivate 
and utilize IoT for future development and achievements. 
Industrial can compete with each other for providing good 
services towards the IoT. 

2) Awareness Campaign and Programs: Awareness the 
existence of IOT is superficial. Now, entrepreneurs are not 
convinced of the necessity of the use of such these 
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technologies for their enterprises. Therefore, the 
Government should initiate and support awareness 
campaigns and strategic development programs to enhance 
the capacity of IOT technologies. Awareness and support 
campaign also need to hold for the rural community in order 
for them can adapt to the acceptance development of IOT 
technology. In contrast, for rural communities, IOT 
technologies have the potential to generate new income. 
With the connectivity and availability of information, this 
will raise interest from visitors, residents, workers, and 
entrepreneurs to previously unknown areas and renew the 
lives of existing businesses by expanding markets. 
Connections within communities also can be established. 
Communities can work together in local opportunities to 
form new skills and markets. Automatically, IoT can 
generate a more active and competitive economy. 

3) Innovative Applications and Development: 
Applications and services decline eighty percent of IOT 
driven market opportunities. Thereby, contributing to 
productive business opportunities for service-based 
entrepreneurs are essential to developing applications and 
services for their respective target markets such as health 
monitoring, logistics management, fleet management, and 
monitoring management. While in learning institutions, the 
campus also can organize some technology innovation 
events or competition for IOT-based technology to promote 
the students the importance of IOT in industry. 

4) Enhance Collaboration: Linkages and collaborations 
across the innovation ecosystem between industry players, 
the academic and research institutions must be approached 
systematically. These approaches are for developing 
innovative technology and serve the needs of entrepreneurs 
effectively thereby granting early access to investors on new 
promising ideas. Thus, a three-party combination helps 
enable idea generation and development, capability 
enhancement, access to shared infrastructure, and ultimately 
commercialization of the IOT technology. 

5) Talent and Workers: There is also a need to prepare the 
workforce for the future in IOT. Educational institutions 
need to be equipped with relevant syllabus and facilities for 
the growth of IoT professionals. This institution must be 
able to generate producers and suppliers, not only consumers 
of technology. While learning institutions need to provide a 
strong foundation for Science and Engineering students and 
enhance it further in order to produce solid IOT 
professionals. Moving forward, the education industry could 
give rise to potential talents able to build better solutions for 
the future. Also, guidelines and policies in defining the 
ownership of information, privacy and security must be 
implemented to gain market confidence towards the 
deployment IOT in Malaysia. 

IV.  CONCLUSIONS 

The major contributions that have been covered are; the 
review of the current trends in IoT implementation, the 
benefits of the Internet of Things which describe the 
importance of IoT to people as IoT user. Next is the 
application of IOT in a few sectors such as healthcare, 
transportation, agriculture, and academia. Then, the issues 
and challenges were discussed to describe threaten in IoT 

development in Malaysia, and lastly, the future directions 
implementation of IOT in Malaysia were analyzed. Malaysia 
needs to implement a cohesive national innovation strategy 
to gain IOT benefits and as a boost to achieve the aspiration 
of Vision 2020 high-income economy. Instead of creating 
new projects, Malaysia needs to identify selected key sectors 
that will gain membership domains in the IoT and provide 
ongoing competitiveness over time. To be critical, the 
success of Malaysia's innovation strategy relies on excellent 
execution by a combination of talent, infrastructure, and the 
appropriate source. Here, the entity that is knowledgeable 
and influential market must lead the effort to streamline the 
country's innovation agenda and improve the current gaps in 
the landscape of the innovation ecosystem in Malaysia. With 
that, Malaysia can stand on par with the outside world of 
IOT's rapidly developing and worldwide development with 
current achievements. 
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